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The HL7 interface of syngo.share is designed according to the HL7 Messaging Standard, version 2.8.1 as
well as the IHE IT Infrastructure Technical Framework, revision 11.0 and IHE Radiology Technical Frame-
work, revision 13.0. The primary goal of the HL7 interface of syngo.share is the synchronization with
third-party systems within healthcare settings. To achieve this goal syngo.share is able to receive and
process various kinds of HL7 messages. To inform third-party system about changes, syngo.share also
provides the possibility to generate and send HL7 messages. To establish a successful exchange of data
with third-party systems, this document addresses all requirements and specialties of the HL7 interface
of syngo.share. In the remainder of this section details of the HL7 communication as well as the HL7
message syntax are described. Afterwards, the HL7 inbound and outbound interface of syngo.share are
discussed by specifying the layout of the supported HL7 messages, how they are processed or generated,
as well as the workflows in which they occur. Since the HL7 inbound and outbound interface are strictly
separated within syngo.share, they are covered in different sections.

1.1 HL7 Message Syntax

To be able to parse and in the following process HL7 messages, syngo.share requires that HL7 messages
have been generated according to the guidelines of the HL7 Messaging Standard. On this account special
attention has to be turned on the specification of the HL7 message delimiters (HL7 fields MSH-1 and MS
H-2), the character sets (HL7 field MSH-18), and the alternate character set handling scheme (HL7 field
MSH-20) as well as the use of the HL7 segment terminator.

1.1.1 HL7 Message Delimiters

The HL7 message delimiters of a HL7 message are detected automatically by syngo.share and can be
defined individually. To ensure that the detection succeeds it has to be guaranteed that the HL7 field
separatoris a US-ASCII character and the HL7 component separator, the HL7 subcomponent separator,
the repetition separator, the escape character, and the truncation character are characters of the default
character set of the HL7 message. However it is not allowed to use the US-ASCII characters carriage
return (hexadecimal 0d), escape (hexadecimal 1b), and " (hexadecimal 22) as HL7 message delimiters
because they are used as HL7 segment terminator, character set escape character (cf. alternate charac-
ter set handling scheme IS0 2022-1994), and null character. Although the HL7 message delimiters
can be defined individually, it is recommended by syngo.share to use the default HL7 message delimiters
defined by the HL7 Messaging Standard. To guarantee that the end of a HL7 segment can be detected,
syngo.share requires that each HL7 segment, also the last one, is terminated by the HL7 segment termi-
nator. As HL7 segment terminator syngo.share expects a carriage return (hexadecimal 0d).

1.1.2 Character Sets

The HL7 interface of syngo.share is fully internationalized. To this end, the character sets used within a
HL7 message are detected automatically by extracting the corresponding information from the HL7 field
MSH-18. The first character set defines the default character set of a HL7 message. All other character
sets define so called alternate character sets which can be used to specify characters which are not part
of the default character set. If no character set is defined syngo.share assumes, in accordance with the
HL7 Messaging Standard, that all characters used within a given HL7 message are part of US-ASCII. If
alternate character sets are specified, the handling scheme of the alternate character sets (determines
how character set switches are indicated) has to be defined by the HL7 field MSH-20. If the character sets
or the alternate character set handling scheme of a HL7 message are incomplete or incorrect, syngo.share



will not be able to parse the HL7 message. lists the character sets, the MIME names of the character
sets, the alternate character set handling schemes, and the escape sequences of the character sets with
respect to the alternate character set handling schemes, that are supported by syngo.share.

Table 1: Character Sets and Alternate Character Set Handling Schemes

Alternate Character Set Handling Schemes

2.3 ISO 2022-1994
Character Set MIME Name GL GR GL GR
ASCII US-ASCII C2842 2842
8859/1 IS0-8859-1 C2842 C2D41 2842 2d41
8859/2 IS0-8859-2 C2842 C2D42 2842 2d42
8859/3 IS0-8859-3 C2842 C2D43 2842 2d43
8859/4 IS0-8859-4 C2842 C2D44 2842 2d44
8859/5 IS0-8859-5 C2842 C2D4C 2842 2d4c
8859/6 IS0-8859-6 C2842 C2D47 2842 2d47
8859/7 IS0-8859-6 C2842 C2D46 2842 2d46
8859/8 IS0-8859-8 C2842 C2D48 2842 2d48
8859/9 IS0-8859-9 C2842 C2D4D 2842 2d4d
8859/15 IS0-8859-15
ISO IR6 US-ASCII C2842 2842
ISO IR14 JIS_X0201 C284A C2949 284a 2949
ISO IR87 JIS_X0208-1990 M2442 2442
ISO IR159 JIS_X0212-1990 M242844 242844
KS X 1001 KS_X_1001-1997 M242943 242943
CNS 11643-1992 EUC-TW
GB 18030-2000 GB18030
BIG-5 Big5
UNICODE UTF-8 UTF-8
UNICODE UTF-16 UTF-16
UNICODE UTF-32 UTF-32

The character sets ISO IR87, ISO IR159, and KS X 1001 only can be used as alternate character sets
because they do not build up on US-ASCII. In contrast the character sets 8859/15, CNS 11643-199
2,GB 18030-2000, BIG-5, UNICODE UTF-8, UNICODE UTF-16, and UNICODE UTF-32 cannot be
mixed with other character sets because for these character sets no escape sequences are provided. Note
that in case of the character sets GB 18030-2000, UNICODE UTF-8, UNICODE UTF-16, and UNICODE
UTF-32 that would be useless anyway because they can encode all characters of the Unicode Standard.
The endianness of the character sets UNICODE UTF-16 and UNICODE UTF-32 is detected automatically
by syngo.share. So both the little-endian and big-endian variants of UTF-16 and UTF - 32 are supported.
To allow switches between multiple character sets, syngo.share applies the rules defined by the HL7
Messaging Standard as well as ISO/IEC 2022 and ECMA-35. Following these standards, character sets
are divided into a GL (lower bytes between 20 and 7f) and GR (higher bytes between a0 and ff) level.
To ensure that the characters of the GL or GR level of a character set can be used, the desired character
set switch has to be triggered by specifying the corresponding escape sequence. Note that the escape
sequences of the alternate character set handling scheme IS0 2022-1994, mentioned in Table 1, are
stated in hexadecimal. Since HL7 message delimiters have to be specified in the default character set,
the scope of a character set switch is limited to the HL7 subcomponent in which it occurs. So, at the end
of each HL7 subcomponent the character sets defined by the GL and GR level must be switched back to



the default character set, if necessary.

1.2 HL7 Communication

To communicate with third-party systems syngo.share uses TCP/IP connections based on the Minimal
Lower Layer Protocol specified by the HL7 Messaging Standard. Within HL7 communications syngo.share
can act either as receiver or sender of HL7 messages. If syngo.share receives HL7 messages, it is assumed
that the connecting third-party system administrates the HL7 connection. This means, the HL7 connec-
tion is not closed by syngo.share as long as no irreparable error occurs. Vice versa, if syngo.share sends
HL7 messages to a third-party system it assumes that it controls the HL7 connection. To be robust against
network problems, the HL7 outbound interface of syngo.share opens a HL7 connection if and only if HL7
messages have to be transmitted to a third-party system and closes an established HL7 connection as
soon as all HL7 messages have been sent. To avoid that HL7 connections are established and terminated
frequently, syngo.share waits a configured amount of time before it reestablishes a HL7 connection to
exchange further HL7 messages.

To receive and send HL7 messages syngo.share follows either the original or enhanced processing rules
specified by the HL7 Messaging Standard. A received HL7 message is processed according to the original
processing rules if the accept acknowledgment type (see HL7 field MSH-15) and application acknowl-
edgment type (see HL7 field MSH-16) are null or not present. If the accept acknowledgment type or
application acknowledgment type are specified the enhanced processing rules are used to exchange the
sent HL7 message. If syngo.share acts as a HL7 message sender it has to be configured whether the origi-
nal or enhanced processing rules should be used to transmit HL7 messages. In the latter case syngo.share
requires the transmission of HL7 accept acknowledgment messages but denies the exchange of HL7 appli-
cation acknowledgment messages. To complement the two processing modes syngo.share also supports
the Sequence Number Protocol defined by the HL7 Messaging Standard.

Each time syngo.share receives a HL7 message it is checked for syntactic and semantic correctness. If the
HL7 message is syntactically incorrect it cannot be parsed by syngo.share and hence neither be stored
nor processed. Since the sending third-party system cannot be informed about syntactic errors even if
the transmission of an HL7 accept acknowledgment message has been requested, the HL7 connection
is closed by syngo.share. To validate the HL7 message semantically, it is checked by syngo.share if the
type of the HL7 message can be processed and the receiving facility specified by the HL7 field MSH-6 is
related to one of the configured tenants. If the type of the received HL7 message is not supported by
syngo.share the received HL7 message is rejected. To this end a HL7 accept acknowledgment message
with the acknowledgment code AR or CR (the former code is specified if the original processing rules
are applied, the latter one if the enhanced processing rules are used) is sent to the sending third-party
system if the receiving of the HL7 message has to be acknowledged. If the type of the received HL7
message can be processed by syngo.share but the receiving facility does not address any of the configured
tenants, the HL7 message is stored on the file system within a configured error directory. To inform the
sending third-party system about the occurred error, a HL7 accept acknowledgment message with the
acknowledgment code AE or CE (the former code is specified if the original processing rules are applied,
the latter one if the enhanced processing rules are used) is sent back, if demanded. In case that the
syntactic and semantic checks succeed, the received HL7 message is stored by syngo.share and scheduled
for processing. If the receiving of the HL7 message has to be acknowledged, this time a HL7 accept
acknowledgment message specifying the acknowledgment code AA or CA (the former code is specified
if the original processing rules are applied, the latter one if the enhanced processing rules are used) is
sent. If a HL7 message is transferred according to the enhanced processing rules it might be necessary to
exchange further information with the sending third-party system as soon as the HL7 message has been
processed. To this end syngo.share is able to send so called HL7 application acknowledgment messages
(see Section for further information).

If syngo.share sends a HL7 message to a third-party system it always expects that the received HL7 mes-



sage is acknowledged. In case of a positive acknowledgment syngo.share demands that the HL7 accept
acknowledgment message specifies the acknowledgment code AA if the original processing rules are
used to transmit the HL7 message and the acknowledgment code CA if the enhanced processing rules
are used to exchange the HL7 message. Note that it can be individually configured in syngo.share which
processing rules should be used to transfer HL7 messages.

The chronological order in which received HL7 messages are stored by syngo.share defines the chronolog-
ical order in which the HL7 messages will be processed. So to guarantee that HL7 messages are processed
correctly, they should always be sent in the correct chronological order. Vice versa, if syngo.share sends
HL7 messages to a third-party system, it always guarantees that HL7 messages which depend on each
other are transmitted in chronological order.

1.3 Preliminaries

In the remainder of the document it is assumed that for incoming HL7 messages R (C, O) is used to in-
dicate that a HL7 segment, HL7 field, HL7 component, or HL7 subcomponent is required (conditionally
required, optional). In case of outgoing HL7 messages R defines that a HL7 segment, HL7 field, HL7 com-
ponent, or HL7 subcomponent is always specified by syngo.share whereas C and O denote that a HL7
segment, HL7 field, HL7 component, or HL7 subcomponent is just specified under certain circumstances
or if syngo.share possesses the corresponding information. HL7 segments, HL7 fields, HL7 components,
and HL7 subcomponents which are not mentioned, are ignored and hence not evaluated by syngo.share.
For some of the listed HL7 segments, HL7 fields, HL7 components, or HL7 subcomponents length infor-
mation are declared. This indicates, that the corresponding HL7 segment, HL7 field, HL7 component,
or HL7 subcomponent is stored in the database which limits the number of characters that can be used
to define it. If the length of a HL7 segment, HL7 field, HL7 component, or HL7 subcomponent exceeds
the defined limit, the provided information cannot be stored and hence the HL7 message cannot be pro-
cessed successfully. If the length of a HL7 segment, HL7 field, HL7 component, or HL7 subcomponent is
not stated, the information is not stored by syngo.share although it might be needed to process the HL7
message correctly.

As required by the HL7 Messaging Standard it is assumed that all date and time information is formatted
according to the following standardized format:

YYYY[MM[DD[HH[MM[SS[.S[S[S[S111111111[+/-22zZ].

Timestamps which do not possess timezone information are assumed to be in local time. To avoid prob-
lems with timestamp conversions, all timestamps specified in HL7 messages sent by syngo.share are given
in local time and hence do not specify any timezone offsets.

In general the HL7 Messaging Standard strictly differs between the insertion and update of information.
Since in general it is inconvenient or event not possible for systems to decide if information has to be
inserted or updated, syngo.share treats HL7 messages which insert or update information depending on
the existence of the underlying objects (for example patients, visits, orders, etc.). That means, if a HL7
message is received by syngo.share which should insert an object that already exists, the information of
the object is updated. Vice versa if a HL7 message is received by syngo.share which should update the
information of an unknown object, the corresponding object is inserted.



2.1 Patient and Visit Administration

2.1.1 Operating Mode

The primary goal of the HL7 interface is the synchronization of patient and visit information. For this
purpose syngo.share provides an interface which allows the third-party system that manages the patient
and visit base (e.g., HIS or RIS) to insert, update, delete, and merge patients as well as to insert, update,
delete, move, and merge visits by sending HL7 ADT messages. Each HL7 ADT message has to be dedicated
to exactly one patient and mostly one visit. Since syngo.share does not support visits on account level it
is assumed that visit information always specify a visit on visit level (cf. HL7 Messaging Standard).

Within syngo.share patients and visits are not just inserted via HL7 ADT messages. If a DICOM Image
or generic file is archived and the corresponding patient or visit does not exist, a new patient or visit is
inserted. Similarly, if an order is inserted via a HL7 OMI or HL7 ORM message but the addressed patient
or visitis unknown, it is inserted (see Section 2.2). Since the patient and visit information associated with
DICOM Images or generic files usually do not come directly from the third-party system which manages
the patient and visit base, such information is of lower quality as if it would have been provided by HL7
ADT or HL7 ORM messages. Now to preserve the origin of a patient and visit as well as to prevent that
high-quality information can be overwritten by low-quality information, patient and visit information are
flagged as high-quality or low-quality information. Any patient or visit that has been inserted during the
processing of a HL7 ADT, HL7 OMI, or HL7 ORM message is marked to be of high-quality. Patients and
visits which have been inserted during import processes are flagged as low-quality patients and visits.

High-quality patients are identified by a patient ID whereas each low-quality patient is identified by a so
called identification tuple consisting of a patient ID as well as the last name, first name, birth timestamp,
and sex of the patient. The reason for the quite complex identification of low-quality patients is related to
the fact that patient IDs of low-quality patients need not be correct. So to avoid that low-quality patients
accidentally overwrite each other, the mentioned identification tuple is used to identify low-quality pa-
tients uniquely. In case of visits the situation is much simpler. Since visits can be identified just by a visit
ID, both high-quality visits and low-quality visits are identified equally.

To insert, update, delete, and merge patients syngo.share sticks to the rules proposed by the HL7 Mes-
saging Standard. That means, if a patient should be inserted or updated it is first checked if a high-quality
patient with the specified patient ID or a low-quality patient with the defined identification tuple exists.
If no patient is found, a high-quality patient with the information specified by the HL7 ADT message is
inserted. If a high-quality patient is found it is first checked if the last name, first name, birth timestamp,
or sex of the patient will be changed. If that is the case the found patient is invalidated by a newly inserted
patient which represents an updated version of the found patient. If a low-quality patient is found it is
updated and transformed into a high-quality patient. An invalidation tree is not constructed. If a patient
has to be deleted it is first checked if the patient exists (remember that high-quality patients are iden-
tified by the specified patient IDs whereas low-quality patients are identified by the given identification
tuples). If it exists it is deleted. Otherwise the HL7 ADT message is ignored. Finally, if two patients have
to be merged it is first checked if the new patient exists. If that is the case the found patient is updated
and transformed into a high-quality patient if needed. Otherwise an appropriate high-quality patient is
inserted. Afterwards it is checked if the old patient exists. If that is the case the old patient is invalidated
by the new patient to maintain a possibly existing invalidation tree.

To insert, update, delete, move, and merge visits syngo.share proceeds as follows: If a visit should be
inserted or updated it is first checked if a high-quality or low-quality visit with the specified visit ID exists.
If no visit is found, a high-quality visit with the information specified by the HL7 ADT message is inserted.
Otherwise the found visit is updated and transformed into a high-quality visit. If a visit has to be deleted



itis first checked if it exists (remember that high-quality and low-quality visits are identified by the stated
visit IDs). If it exists it is deleted. Otherwise the HL7 ADT message is ignored. If a visit has to be moved
from one patient to another patientitis first checked if the visit exists. If thatis not the case, a high-quality
visit belonging to the requested patient is inserted. Otherwise the found visit is updated, transformed into
a high-quality visit if needed, and moved to the requested patient. Finally, if two visits have to be merged
it is first checked if the new visit exists. If that is the case the found visit is updated and transformed
into a high-quality visit if needed. Otherwise an appropriate high-quality visit is inserted. Afterwards it is
checked if the old visit exists. If that is the case the old visit is invalidated by the new visit to maintain a
possibly existing invalidation tree.

Note that the reason for the construction of invalidation trees can be traced back to the fact that patient
and visit information of DICOM Images and generic files might have become obsolete when they are
archived by syngo.share. So if a DICOM Image or generic file consists of old patient (visit) information,
syngo.share tries to find a patient (visit) by searching for an invalidated patient (visit) with the given
identification tuple (visit ID). If that succeeds the DICOM Image or generic file is assigned to the correct
patient (visit) without further ado.

2.1.2 HL7 ADT Message Structure

To administrate patients and visits via HL7 ADT messages syngo.share supports the trigger events A01
to A04, AO6 to A08, All to A13, A18, A23, A28, A29, A31, A34, A40, A42, A45, A47, and A50. Other
trigger events associated with HL7 ADT messages are currently not supported by syngo.share. The trigger
events A1, A02, A03, A4, A12, and A13 are used to insert or update a patient and visit. So a HL7 ADT
message associated with one of these trigger events has to comply with the following structure:

MSH PID [NK1] PV1 [ROL] [GT1] [ACC]

The trigger events AG6 and AO7 are used to insert or update a patient and visit. If a HL7 MRG segment
is defined, the specified visit is merged with the visit specified by the HL7 PV1 segment. The structure of
such a HL7 ADT message looks as follows:

MSH PID [MRG] [NK1] PV1 [ROL] [GT1] [ACC]

With the trigger events A@8, A28, and A31 it is possible to insert or update a patient without specifying
any visit. However, if a visit is present it is inserted or updated. With trigger event A31 it is also possible
to set the XAD-PID of referenced patients, if the message contains one patient ID marked with type GP
T as XAD-PID. The HL7 ADT message associated with one of these trigger events has to comply with the
following structure:

MSH PID [NK1] [PV1] [ROL] [GT1] [ACC]

A HL7 ADT message equipped with the trigger event A11 or A23 deletes a visit. To this end it has to
provide the following information:

MSH PID PV1

Next, the trigger events A18, A34, and A40 should be used in combination with a HL7 ADT message
which merges two patients. Hence it has to specify the following HL7 segments:

MSH PID MRG [NK1] [GT1]

A HL7 ADT message that specifies the trigger event A29 deletes a patient. The structure of such a HL7
ADT message looks as follows:

MSH PID

The trigger event A42 is used to merge a visit. If the patient associated with the new visit does not exist
it is created. Otherwise it is updated. Each HL7 ADT message associated with this trigger event has to
meet the following structure:



MSH PID MRG [NK1] PV1 [ROL] [GT1] [ACC]

The trigger event A45 is used to move a visit specified by the HL7 MRG segment. If the patient specified
by the HL7 ADT message does not exist it is created. Otherwise it is updated. Furthermore if the HL7
ADT message specifies a visit via a HL7 PV1 segment, the moved visit is updated if the two visit IDs are
identical. Otherwise the moved visit is merged with the new visit specified by the HL7 PV1 segment. Note
that the new visit is created if it does not exist. The structure of such a HL7 ADT message looks as follows:

MSH PID MRG [NK1] [PV1] [ROL] [GT1] [ACC]

A HL7 ADT message based on the trigger event A47 updates the patient ID of a patient. To perform this
operation syngo.share invalidates the old patient by a newly created patient which represents an updated
version of the old patient. HL7 ADT messages of this type have to provide the following information:

MSH PID MRG [NK1] [GT1]

Finally, the trigger event A50 is used to replace the visit ID of a visit. To guarantee a consistent construc-
tion of invalidation trees syngo.share invalidates the old visit by a newly created visit which represents an
updated version of the old visit. Each HL7 ADT message associated with this trigger event has to comply
with the following structure:

MSH PID MRG [NK1] PV1 [ROL] [GT1] [ACC]

Independent from the used trigger event, the patient ID of the given patient has to be specified by the
HL7 component PID-3.1 whereas the visit ID has to be defined by the HL7 component PV1-19.1. The
specification of a HL7 ROL, HL7 NK1, and HL7 GT1 segment is possible whenever the used trigger event
might cause the insertion or update of the stated patient or visit although the HL7 ROL, HL7 NK1, and
HL7 GT1 segment might not be part of the official structures defined by the HL7 Messaging Standard.

2.2 Order Administration
2.2.1 Operating Mode

The HL7 inbound interface of syngo.share allows third-party systems (e.g., HIS or RIS) to insert, update,
and delete orders, requested procedures, and scheduled procedure steps by sending HL7 OMI and HL7
ORM messages. Each HL7 OMI message must be dedicated to exactly one order whereas a HL7 ORM mes-
sages has to focus on a particular requested procedure of an order. Since HL7 OMI messages represent
the state of the art and facilitate a more compact and simpler specification of orders, requested proce-
dures, and scheduled procedure steps than HL7 ORM messages, they should be preferred. The processing
of multiple orders within a HL7 OMI or HL7 ORM message is not supported.

To identify an order uniquely syngo.share uses either the placer order number or filler order number.
Since the filler order number is usually more specific than the placer order number, the filler order num-
ber is used to identify an order whenever it is specified. If the filler order number is not given, the placer
order number is used. In the remainder of the section we denote the ID used to identify an order as order
ID. Each order consists of one or more requested procedures. To associate requested procedures with
DICOM Studies syngo.share follows the guidelines proposed by the IHE Radiology Technical Framework.
That means, to identify a requested procedure uniquely syngo.share uses the Study Instance UID of the
resulting DICOM Study specified by the received HL7 OMI (see HL7 IPC segment) or HL7 ORM message
(see HL7 ZDS segment). Finally each requested procedure is again subdivided into one or more sched-
uled procedure steps. To identify a scheduled procedure step uniquely syngo.share uses the so called
scheduled procedure step ID.

To insert or update orders, requested procedures, and scheduled procedure steps syngo.share checks at
first if an order with the given order ID exists. If that is the case the information of the order are updated.
Otherwise the order is created using the information provided by the HL7 OMI or ORM message. If the
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patient or visit associated with the order does not exist, a high-quality patient or visit is inserted. If the
patient or visit exists but is of low-quality, it is updated and transformed into a high-quality patient or
visit (see Section for detailed information about the handling of patients and visits). Afterwards it is
checked for each specified requested procedure if the created or found order possesses a requested pro-
cedure with the specified Study Instance UID. If that is the case the corresponding requested procedure
is updated. Otherwise it is created. Likewise for each scheduled procedure step it is checked if the dedi-
cated requested procedure consists of a scheduled procedure step with the stated scheduled procedure
step ID. If that is the case the corresponding scheduled procedure step is updated. Otherwise it is created.

If syngo.share receives a HL7 OMI or HL7 ORM message which requires the deletion of an order it is
checked if the order exists using the specified order ID (remember that the order ID either refers to the filler
order number or placer order number). If the order exists it is deleted inclusive all associated requested
procedures and scheduled procedure steps. Otherwise the HL7 OMI or HL7 ORM message is ignored.
Note that it is not possible to delete single requested procedures or scheduled procedure steps with HL7
OMI or HL7 ORM messages.

To synchronize requested procedures and DICOM Studies syngo.share provides the possibility to set up a
so called metadata update. In this particular case syngo.share checks, whenever a requested procedure
is inserted or updated by a HL7 OMI or HL7 ORM message, if the addressed DICOM Study already exists.
If that is the case, at first the metadata of the existing DICOM Study is synchronized by modifying the
values of the following DICOM Tags:

$AccessionNumber (0008,0050)
updated via the HL7 component IPC-1.1 in case of a HL7 OMI message or the HL7 field 0BR-18 in
case of a HL7 ORM message

i IssuerOfAccessionNumberSequence (0008,0051)/LocalNamespaceEntityID (0040,0031)
updated via the HL7 component IPC-1.2 in case of a HL7 OMI message or the HL7 components OB
R-3.2in case of a HL7 ORM message

{ IssuerOfAccessionNumberSequence (0008,0051)/UniversalEntityID (0040,0032)
updated via the HL7 component IPC-1. 3 in case of a HL7 OMI message or the HL7 components OB
R-3.3in case of a HL7 ORM message

: IssuerOfAccessionNumberSequence (0008,0051)/UniversalEntityIDType (0040,0033)
updated via the HL7 component IPC-1. 4 in case of a HL7 OMI message or the HL7 components OB
R-3.4 in case of a HL7 ORM message

:ReferringPhysiciansName (0008,0090)
updated via the HL7 field PV1-8

iStudyDescription (0008,1030)
updated via the HL7 component OBR-44.5

{PatientName (0010,0010)
updated via the HL7 field PID-5

iPatientID (0010,0020)
updated via the HL7 subcomponent PID-3.1.1

$IssuerOfPatientID (0010,0021)
updated via the HL7 subcomponent PID-3.4.1

{IssuerOfPatientIDQualifiersSequence (0010,0024)/UniversalEntityID (0040,0032)
updated via the HL7 subcomponent PID-3.4.2

iIssuerOfPatientIDQualifiersSequence (0010,0024)/UniversalEntityIDType (0040,0033)
updated via the HL7 subcomponent PID-3.4.3
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i{PatientBirthDate (0010,0030)
updated via the HL7 subcomponent PID-7.1.1

iPatientBirthTime (0010,0032)
updated via the HL7 subcomponent PID-7.1.1

{PatientSex (0010,0040)
updated via the HL7 subcomponent PID-8.1.1

{AdmissionID (0038,0010)
updated via the HL7 subcomponent PV1-19.1.1

$Issuer0OfAdmissionIDSequence (0038,0014)/LocalNamespaceEntityID (0040,0031)
updated via the HL7 subcomponent PV1-19.4.1

{Issuer0OfAdmissionIDSequence (0038,0014)/UniversalEntityID (0040,0032)
updated via the HL7 subcomponent PV1-19.4.2

$Issuer0OfAdmissionIDSequence (0038,0014)/UniversalEntityIDType (0040,0033)
updated via the HL7 subcomponent PV1-19.4.3

{RequestedProcedurelID (0040,1001)
updated via the HL7 component IPC-2.1 in case of a HL7 OMI message or the HL7 field 0BR-19 in
case of a HL7 ORM message

Afterwards the existing DICOM Study is reallocated to the patient and visit associated with the order, if
necessary. This guarantees that corrective workflows based on orders, as defined by the IHE Radiology
Technical Framework, succeed independent from the quality of the involved patients and visits.

Another feature of syngo.share which is connected to the administration of orders is the providing of
DICOM worklists. For this purpose syngo.share holds a DICOM worklist for each scheduled station AET
that has been addressed by at least one HL7 OMI or HL7 ORM message. If a HL7 OMI or HL7 ORM message
specifies an order that has been scheduled for processing its scheduled procedure steps are put on the
worklists of the assigned scheduled station AETs. A scheduled procedure step is removed from a DICOM
worklist if the corresponding DICOM Study has been archived or the associated order has been marked as
completed by updating the status of the order via a HL7 OMI or HL7 ORM message. In the former case the
Study Instance UID and scheduled procedure step IDs of the DICOM Study are used to identify affected
scheduled procedure steps. In the latter case all scheduled procedure steps of the order are removed
from the worklist. Further information about worklists can be obtained from the System Documentation
of syngo.share as well as the DICOM Conformance Statement.

2.2.2 HL7 OMI Message Structure

To insert, update, and delete orders, requested procedures, and scheduled procedure steps via HL7 OMI
messages syngo.share supports the trigger event 023 as proposed by the HL7 Messaging Standard. Other
trigger events associated with HL7 OMI messages are neither supported by the HL7 Messaging Standard
nor by syngo.share. To ensure that syngo.share can process HL7 OMI messages they have to meet the
following structure:

MSH PID [NK1] [PV1] [ROL] [GT1] [ACC] {ORC TQ1 OBR {IPC}}

To distinguish between HL7 OMI messages which insert, update, and delete orders, requested proce-
dures, and scheduled procedure steps syngo.share relies on the valid specification of the HL7 field ORC -
1. To insert an order, requested procedure, or scheduled procedure step this HL7 field has to specify the
value NW. The values X0 or DC have to be used if an order, requested procedure, or scheduled procedure
step should be updated (note that X0 indicates an ordinary modification of an order, requested procedure,
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or scheduled procedure step whereas DC announces the discontinuation of an order, requested proce-
dure, and scheduled procedure step). The value SC enables the modification of the document workflow
state via OBR-25.1, in which the order is kept untouched. If an order has to be deleted the value CA has
to be defined by the HL7 field ORC-1. If syngo.share is used to provide DICOM worklists the HL7 field OR
C-5 has to define the value SC in order to guarantee that the listed scheduled procedure steps are sched-
uled for processing. To mark an order as completed and hence to remove all scheduled procedure steps
from worklists, ORC-5 has to state the value CM. The placer order number and filler order number which
are used by syngo.share to identify an order uniquely have to be specified by the HL7 components OBR-
2.1 and OBR-3.1 as well as ORC-2.1 and ORC-3.1. The Study Instance UID which is used to identify
a requested procedure uniquely has to be specified by the HL7 component IPC-3.1. Likewise the HL7
component IPC-4.1 has to define for each scheduled procedure step a unique scheduled procedure step
ID. The scheduled station AET associated with each scheduled procedure step must be defined by the HL7
field IPC-9. Note that each HL7 OMI message is dedicated to exactly one order. To define more than one
requested procedure, the HL7 ORC/ TQ1/OBR/IPC segment group has to be repeated appropriately often.
Furthermore to divide a requested procedure into multiple scheduled procedure steps the HL7 IPC seg-
ment has to be repeated suitable often within the corresponding HL7 ORC/TQ1/OBR/IPC segment group.
If more than one requested procedure (scheduled procedure step) is defined, it has to be guaranteed
that information related to the order (order and requested procedure) do not vary. Beside that the HL7
PV1 segment should be present if and only if the underlying order belongs to a visit. Furthermore, the
specification of a HL7 ROL and HL7 NK1 segment is possible although it is not part of the official structure
defined by the HL7 Messaging Standard.

2.2.3 HL7 ORM Message Structure

To insert, update, and delete orders, requested procedures, and scheduled procedure steps via HL7 ORM
messages syngo.share supports the trigger event 001 as proposed by the HL7 Messaging Standard. Other
trigger events associated with HL7 ORM messages are neither supported by the HL7 Messaging Standard
nor by syngo.share. To ensure that syngo.share can process HL7 ORM messages they have to meet the
following structure:

MSH PID [NK1] [PV1] [ROL] [GT1] [ACC] {ORC OBR} [ZDS]

To distinguish between HL7 ORM messages which insert, update, and delete orders, requested proce-
dures, and scheduled procedure steps syngo.share relies on the valid specification of the HL7 field ORC -
1. Toinsert an order, requested procedure, or scheduled procedure step this HL7 field has to specify the
value NW. The values X0 or DC have to be used if an order, requested procedure, or scheduled procedure
step should be updated (note that X0 indicates an ordinary modification of an order, requested procedure,
or scheduled procedure step whereas DC announces the discontinuation of an order, requested proce-
dure, and scheduled procedure step). The value SC enables the modification of the document workflow
state via OBR-25.1, in which the order is kept untouched. If an order has to be deleted the value CA has
to be defined by the HL7 field ORC-1. If syngo.share is used to provide DICOM worklists the HL7 field OR
C-5 has to define the value SC in order to guarantee that the listed scheduled procedure steps are sched-
uled for processing. To mark an order as completed and hence to remove all scheduled procedure steps
from worklists, ORC-5 has to state the value CM. The placer order number and filler order number which
are used by syngo.share to identify an order uniquely have to be specified by the HL7 components OBR-
2.1and OBR-3.1 aswellasORC-2.1 and ORC-3. 1. The Study Instance UID which is used to identify a
requested procedure uniquely should be specified by the HL7 component ZDS-1.1. If the ZDS segment
is not given the Study Instance UID of the requested procedure corresponding to OBR-19 will be used
if possible, otherwise a new Study Instance UID is created. Likewise the HL7 field OBR-20 has to define
for each scheduled procedure step a unique scheduled procedure step ID. The scheduled station AET as-
sociated with each scheduled procedure step must be defined by the HL7 field OBR-21. Note that each
HL7 ORM message is dedicated to exactly one requested procedure. To define more than one scheduled
procedure step, the HL7 ORC/OBR segment group has to be repeated appropriately often. However, in
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this particular case it is important that information related to the order and requested procedure do not
vary. Beside that the HL7 PV1 segment should be present if and only if the underlying order belongs to
a visit. Furthermore, the specification of a HL7 ROL and HL7 NK1 segment is possible although it is not
part of the official structure defined by the HL7 Messaging Standard.

2.3 Archiving of Generic Files

2.3.1 Operating Mode

To archive generic files various interfaces are provided by syngo.share (cf. System Documentation of
syngo.share). The most frequently used interface is based on the HL7 Messaging Standard. To archive
generic files via the HL7 interface both HL7 MDM and HL7 ORU messages can be used. However, it
is strictly recommended to use HL7 MDM messages instead of HL7 ORU messages because the use of
HL7 MDM messages is favored by the HL7 Messaging Standard since they allow a more fine-grained
specification of generic files. In addition some functionalities like the XDS registration of a generic file in
an affinity domain rely on metadata which can only be specified by a HL7 MDM message.

In general all possible types of generic files can be archived. To allow third-party systems to synchronize
their data with syngo.share it is possible to insert, update, and delete generic files. Each HL7 MDM and
HL7 ORU message must be dedicated to exactly one generic file. The binary data of a generic file can be
transmitted by reference or by value. In the former case the generic file has to be written to a share and
referenced via an UNC-path which meets the following format:

¢ Windows: \\<host>\<share>\<path>
e Linux: //<host>/<share>/<path>

In the latter case the binary data has to be encapsulated in the HL7 MDM or HL7 ORU message. Since
it is not allowed to transmit non-printable characters within a HL7 message, it is necessary to encode
the binary data so that the sent HL7 MDM or HL7 ORU message is syntactically correct and hence can be
parsed by syngo.share. Actually, syngo.share supports the following encodings:

* A:The binary data is encoded as a HL7 escaped string.

* Base64: The binary data is Base64 encoded. It is recommended to ignore the maximum line length
of 76 characters required by RFC 2045. If not, line breaks have to be HL7 escaped.

* Hex: The binary data has to be encoded as a hexadecimal string.

e UU: The binary data has to be uu encoded. Note that non-printable characters have to be HL7
escaped.

To identify a generic file uniquely syngo.share uses two IDs: a generic file ID and an application ID. The ap-
plication ID is needed to identify the third-party system that archives the generic file whereas the generic
file ID is used to identify the generic file among the generic files inserted by the sending third-party sys-
tem. Each generic file is archived in syngo.share within a so called generic container. Generic containers
are used to group generic files. They are identified by a generic container ID and a coding system ID. Since
a generic container might be reused for patients and shared between third-party systems the combina-
tion of generic container ID and coding system ID need not be unique. However, to ensure that generic
containers can be used in a meaningful way it is is guaranteed by syngo.share that a patient does not
possess two generic containers with identical generic container ID and coding system ID with regard to
a certain visit and organizational unit. So the integration of a generic file into a generic container takes
places with respect to the associated patient, visit, and organizational unit.

The approach used by syngo.share to insert or update a generic file depends on the type of the HL7
message. If a generic file should be updated via a HL7 MDM message, according to the HL7 Messag-
ing Standard, a new generic file ID should be generated which is linked to the original generic file by
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specifying the old generic file ID. Since the generation of a new generic file ID might not be possible or
inconvenient, syngo.share supports the update of generic files without changing the generic file ID. Now
to insert or update a generic file via a HL7 MDM message syngo.share primarily checks if a generic file
with the specified new generic file ID and application ID or old generic file ID and application ID already
exists. If neither the new generic file ID nor the old generic file ID (might be undefined) yields a generic
file archived by syngo.share the generic file is stored based on the patient, visit, and organizational unit
information specified by the HL7 MDM message. If the patient or visit does not exist, a low-quality pa-
tient or visit is inserted. An update of an existing patient or visit is not performed (see Section for
detailed information about the handling of patients and visits). If the old generic file ID and application
ID references a generic file stored by syngo.share but the new generic file ID and application ID does not,
the metadata of the generic file identified by the old generic file ID and application ID are updated and
the old generic file ID is replaced by the new generic file ID. If the binary data of the generic file changed
too, a new version of the generic file is stored. If the new generic file ID and application ID addresses a
generic file archived by syngo.share but the old generic file (might be undefined) and application ID does
not, the generic file identified by the new generic file ID and application ID is updated (metadata and
binary data if present). If both, the new generic file ID and application ID as well as the old generic file ID
and application ID refer to a generic file archived by syngo.share an error is reported if the new generic
file ID and the old generic file ID are different. If the generic file IDs are identical, the metadata of the
found generic file is updated without changing the generic file ID. Furthermore if the binary data of the
generic file changed too, a new version of the generic file is archived.

The processing of HL7 ORU messages which insert or update generic files is much easier than the one
of HL7 MDM messages because generic file IDs cannot be changed via HL7 ORU messages. So to insert
or update a generic file via a HL7 ORU message syngo.share primarily checks if a generic file with the
specified generic file ID and application ID already exists. If that is not the case, the generic file is archived
based on the patient, visit, and organizational unit information specified by the HL7 ORU message. If the
patient or visit does not exist, a low-quality patient or visit is inserted. An update of an existing patient or
visit is not performed (see Section for detailed information about the handling of patients and visits).
If the generic file exists, the metadata of the generic file are updated. If the binary data of the generic file
changed too, a new version of the generic file is stored. Note, if a generic file is updated via a HL7 MDM
or HL7 ORU message any specified patient, visit, and organizational unit information are ignored.

The approach used by syngo.share to delete generic files is independent form the type of the HL7 mes-
sage. To delete a generic file syngo.share simply checks if a generic file with the specified generic file
ID and application ID exists. If that is the case the corresponding generic file is deleted. Afterwards it is
checked if the generic container, to which the generic file belongs, just consists of deleted generic files.
If that is the case the generic container is deleted too. If the generic file, which should be deleted, does
not exist, syngo.share ignores the sent HL7 MDM or HL7 ORU message.

2.3.2 HL7 MDM Message Structure

Toinsert, update, and delete generic files via HL7 MDM messages syngo.share supports the trigger events
TO2, TO9, T10, and T11. Other trigger events associated with HL7 MDM messages are currently not
supported by syngo.share. The trigger event TO2 is used to insert a generic file, TO9 is used to update
the metadata of a generic file, T10 is used to update the metadata and binary data of a generic file, and
T11 is used to delete a generic file. These HL7 messages have to comply with the following structure:

MSH PID [NK1] [PV1] [ROL] [GT1] [ACC] [{ORC OBR}] TXA {0BX} [{ZRI}]

To ensure that syngo.share can process HL7 MDM messages associated with trigger events T02 and T1
0 a HL7 OBX segment containing the binary data has to be present. HL7 MDM messages associated with
trigger events TO9 and T11 are a little bit simpler because they do not provide any binary data. On this
account it is not necessary to specify any HL7 OBX segment. Independent from the used trigger event
the generic file ID has to be specified by the HL7 component TXA-12.1. The application ID has to be
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defined by the HL7 field MSH-3 whereby the HL7 component MSH-3. 1 is evaluated if it is specified and
the HL7 component MSH-3. 2 is used if MSH-3. 1 has been left empty. The generic container ID and the
coding system ID have to be defined by the HL7 components TXA-24.1 and TXA-24.3. Note that in
case of HL7 ORU messages the generic file ID, generic container ID, and coding system ID are specified
by different HL7 components. It also has to be taken into account that the HL7 PV1 segment should be
present if and only if the underlying generic file belongs to a visit. The specification of a HL7 ROL, HL7
NK1, and HL7 GT1 segment is possible although they are not part of the official structure defined by
the HL7 Messaging Standard. The same applies to the HL7 OBX segment in case of HL7 MDM messages
associated with the trigger event TO9 — although it is not part of the official structure defined by the HL7
Messaging Standard it can be specified in order to update metadata. Besides that it must be pointed out
that syngo.share supports the specification of multiple HL7 ORC/OBR segment pairs to submit information
about linked procedures. The specification of a HL7 ORC segment, as requested by the HL7 Messaging
Standard, is not necessary if there is only one HL7 OBR segment present. Furthermore, in accordance
with the HL7 Messaging Standard it is not allowed to transmit the binary data of a generic file in a HL7
MDM message based on the trigger event TO2 or T10 using more than one HL7 OBX segment. The
repetitions of the HL7 OBX segment can be used to submit referenced Study Instance UIDs. Repetitions
of the proprietary ZRI segment can be specified, which are transmitted as Reference IDs during an XDS
registration of the corresponding generic file.

2.3.3 HL7 ORU Message Structure

Toinsert, update, and delete generic files via HL7 ORU messages syngo.share supports the trigger event R
01 as proposed by the HL7 Messaging Standard. Other trigger events associated with HL7 ORU messages
are not supported by syngo.share. To ensure that syngo.share can process HL7 ORU messages within this
context they have to meet the following structure:

MSH PID [NK1] [PV1] [ROL] [GT1] [ACC] [{ORC OBR}] {OBX}

To distinguish between HL7 ORU messages which insert or update generic files and HL7 ORU messages
which delete generic files syngo.share relies on the valid specification of the HL7 fields 0BR-25 and OBX-
11. In order to insert or update a generic file the two HL7 fields have to be specify the value F. If a generic
file should be deleted, a D has to be stated. Because HL7 ORU messages do not possess HL7 TXA segments
the IDs used to identify generic files and generic containers are defined by other HL7 components than in
case of HL7 MDM messages. Especially, the generic file ID has to be defined by the HL7 component 0BX
-3.1 and the generic container ID and the coding system ID have to be defined by the HL7 components
0BX-3.4 and OBX-3.6. The application ID has to be defined by the HL7 field MSH - 3, similarly as in case
of HL7 MDM messages. Note that the HL7 PV1 segment should be present if and only if the underlying
generic file belongs to a visit. The specification of a HL7 ROL and HL7 GT1 segment is possible although
it is not part of the official structure defined by the HL7 Messaging Standard. Besides that it must be
pointed out that syngo.share supports the specification of multiple HL7 ORC/OBR segment pairs to submit
information about linked procedures. The specification of a HL7 ORC segment, as requested by the HL7
Messaging Standard, is not necessary if there is only one HL7 OBR segment present. Furthermore, in
accordance with the HL7 Messaging Standard it is not allowed to transmit the binary data of a generic file
using more than one HL7 OBX segment. The repetitions of the HL7 OBX segment can be used to submit
referenced Study Instance UIDs.

2.4 Sharing of DICOM Studies and Generic Containers
2.4.1 Operating Mode

Via the HL7 inbound interface it is possible to share DICOM Studies and generic containers so that they
can be accessed via the module webbox by designated users. To share DICOM Studies and generic con-
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tainers HL7 ORU messages have to be used. To allow third-party systems to administrate shares of DICOM
Studies and generic containers it is possible to create and delete shares. Each HL7 ORU message has to
be dedicated to exactly one DICOM Study or generic container. The number of users for which a share
should be created or deleted is not restricted. Since each share allows exactly one user to access a spe-
cific DICOM Study or generic container, each HL7 ORM message has to specify for all listed users if a share
with respect to the referenced DICOM Study or generic container should be created or an existing share
for the given DICOM Study or generic container should be deleted. So, with one HL7 ORU message it is
possible to create and delete shares. To ensure that syngo.share can identify the DICOM Study or generic
container which should be shared or for which a share should be deleted uniquely, the reference pointer
of the DICOM Study or generic container has to be specified. Note that reference pointers can be ob-
tained from syngo.share automatically via HL7 ORU messages (see Section for further information).
To identify a user syngo.share expects that the login name of the user is stated.

2.4.2 HL7 ORU Message Structure

To administrate DICOM Study and generic container shares via HL7 ORU messages syngo.share supports
the trigger event RO1. So based on this fact the transmitted HL7 ORU messages have to meet the following
structure:

MSH OBX {PRT}

To distinguish between shares that have to be created for a DICOM Study or generic container and shares
which should be deleted, syngo.share relies on the valid specification of the HL7 field PRT-2. In order to
share a DICOM Study or generic container PRT-2 has to specify the value LI. If an existing share should
be deleted, the value UN has to be stated. The reference pointer which identifies the DICOM Study or
generic container that should be shared has to be specified by the HL7 component 0BX-5.1. The login
name of the user has to be defined by the HL7 component PRT-1.1 and the domain by HL7 component
PRT-8.1. Note, to specify more than one user the HL7 PRT segment has to be repeated appropriately
often.

2.5 Deletion of DICOM Studies and Generic Containers
2.5.1 Operating Mode

Via the HL7 inbound interface it is possible to delete DICOM Studies and generic containers. Since this way
of deletion is not standardized it is recommended to use KOS Rejection Notes to delete DICOM Images (see
the syngo.share of DICOM Conformance Statement) and HL7 MDM or HL7 ORU messages, as specified by
Section 2.3, to delete generic files. If the standardized deletion is out of the question, HL7 ORU messages
can be used to delete DICOM Studies and generic containers. Thereby each HL7 ORU message must be
dedicated to exactly one DICOM Study or generic container. To ensure that syngo.share can identify
the DICOM Study or generic container which should be deleted uniquely, the reference pointer of the
DICOM Study or generic container has to be specified. Note that reference pointers can be obtained from
syngo.share automatically via HL7 ORU messages (see Section for further information).

2.5.2 HL7 ORU Message Structure

To delete DICOM Studies and generic containers via HL7 ORU messages syngo.share supports the trigger
event RO1. Based on this fact the transmitted HL7 ORU messages have to meet the following structure:

MSH 0BX
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The reference pointer which identifies the DICOM Study or generic container that should be deleted has
to be specified by the HL7 component OBX-5. 1.

2.6 Administration of HL7 ZPA Messages
2.6.1 Operating Mode

The HL7 inbound interface in syngo.share allows third-party systems to change the Accession Number
and Study Instance UID of DICOM studies and to move DICOM studies from one patient to another via
ZPA messages. If two DICOM studies get merged, the resulting DICOM study gets assigned to the target
patient. The corresponding order gets deleted. This interface should only be used in syngo.plaza installa-
tions where this kind of messages is important for synchronisation. Otherwise, HL7 order messages and
DICOM KOS objects should be used to realize this type of workflow.

2.6.2 Limitations

This proprietary interface has the following limitations:

e Changes performed using HL7 ZPA messages are not persistent. If the HL7 message is received
before the DICOM images, the patient context and the Accession Number of the DICOM images will
not be corrected. If a DICOM image is stored for an already corrected DICOM study, the Accession
Number will be changed back to the original value.

¢ During the move of the DICOM study to another patient, the visit context gets lost in syngo.share.

* In case of an error the messages get skipped and are not blacklisted. Therefore the history of the
incoming HL7 ZPA messages could not be granted.

« |f the Study Instance UID was changed, a reimport of the DICOM study will cause a UID conflict.

2.6.3 HL7 ZPA Message Structure

syngo.share supports HL7 ZPA messages with the trigger events I05 and SO5. I05 messages use the
Accession Number and S05 the Study Instance UID to identify the DICOM studies. The transmitted HL7
ZPA messages have to meet the following structure:

MSH PID [MRG] ZPA

If the patient context of the referenced DICOM studies should be checked the HL7 segment MRG should
be specified. By default the processor has a modification, which allows the processing of ZPA messages
intended for syngo.plaza. Therefore MRG-4 is mapped into MRG-1 and the segment ZSP is mapped into
the MRG segment, if no MRG segment is present.

2.7 HL7 Segments
2.7.1 HL7 MSH Segment

The HL7 MSH segment of an incoming HL7 message has to provide the following information:
Table 2: HL7 MSH Segment, Inbound...
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... Table 2: HL7 MSH Segment, Inbound

Index  Description Length  Optionality Repeatable

Table 2: HL7 MSH Segment, Inbound

1.1 Processing ID
121 Version ID

Index  Description Length  Optionality Repeatable
1 HL7 Field Separator R
2 Encoding Characters R
3.1 Sending Application Namespace ID 64 C
3.2 Sending Application Universal ID 64 C
4.1 Sending Facility Namespace ID 50 C
4.2 Sending Facility Universal ID 50 C
5.1 Receiving Application Namespace ID 0
5.2 Receiving Application Universal ID 0]
6.1 Receiving Facility Namespace ID 100 C
6.2 Receiving Facility Universal ID 100 C
7 HL7 Message Timestamp 0
9.1 HL7 Message Code R
9.2 HL7 Message Trigger Event R
9.3 HL7 Message Structure o
10 HL7 Message Control ID R
0]
0
13 HL7 Message Sequence Number o
15 Accept Acknowledgment Type C
16 Application Acknowledgment Type C
18 Character Set C yes
20 Alternate Character Set Handling Scheme C

The HL7 components MSH-3.1 and MSH-3. 2 have to define the sending application of the HL7 message
uniquely. It is required by syngo.share that at least one of the two HL7 components is specified. If MSH-
3.1is left empty the value of MSH- 3. 2 is taken to identify the sending application. In all other cases MS
H-3.1is evaluated. Note to insert, update, or delete a generic file the determined sending application is
used as application ID to identify the third-party system that is responsible for the generic file uniquely (cf.
Section 2.3). The HL7 components MSH-4 .1 and MSH-4. 2 are used to identify the sending facility of the
HL7 message. Itis required that at least one of the two HL7 components is specified because syngo.share
uses this information to identify the organizational unit that is affected by the HL7 message. If MSH-4
.1is left empty the value of MSH-4.2 is taken to retrieve the organizational unit. In all other cases MS
H-4.1 is evaluated. The receiving application (HL7 components MSH-5.1 and MSH-5. 2) is evaluated
in a similar vein as the sending application. Since the processing of a HL7 messages does not rely on
this information, it need not be specified. The HL7 components MSH-6.1 and MSH-6.2 are used to
obtain the receiving facility of the HL7 message which again is used by syngo.share to identify the tenant
that is affected by the HL7 message. The HL7 components MSH-6.1 and MSH-6.2 are evaluated in a
similar way as the sending facility. This means if MSH-6.1 is not specified MSH-6. 2 has to define the
receiving facility. The HL7 fields MSH-15 and MSH-16 define on the one hand the processing rules that
have to be applied to exchange the HL7 message and on the other hand the conditions under which a
HL7 accept acknowledgment message and HL7 application acknowledgment message have to be sent if
the enhanced processing rules are in effect. To ensure that the original processing rules are used, both
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HL7 fields have to be left empty. If the enhanced processing rules should be applied, at least one of the
two HL7 fields has to be defined. Last but not least the character sets which have been used to generate
the HL7 message have to be specified by the HL7 field MSH-18. If more than on character setis in use, the
handling scheme of the alternate character sets has to be defined by the HL7 field MSH-20. For possible
values of MSH-18 and MSH- 20 confer Section

2.7.2 HL7 PID Segment

The HL7 PID segment of an incoming HL7 message has to provide the following information:

Table 3: HL7 PID Segment, Inbound

Index  Description Length  Optionality Repeatable
1 HL7 PID Segment ID 0
3.1 Patient ID 50 R yes
3.4.1 Patient ID Assigning Authority Namespace ID 20 C yes
3.4.2 Patient ID Assigning Authority Universal ID 200 C yes
3.4.3 Patient ID Assigning Authority Universal ID Type 15 C yes
3.5 Patient ID Type R yes
5.1 Patient Last Name 64 (0] yes
5.2 Patient First Name 64 (0] yes
5.3 Patient Middle Name 64 o yes
5.4 Patient Name Suffix 64 (0] yes
5.5 Patient Name Prefix 64 0 yes
5.7 Patient Name Type C yes
5.8 Patient Name Representation C yes
6 Mothers Maiden Name 150 (0]
7 Patient Birth Timestamp 24 0
8.1 Patient Sex 1 0
10 Patient Race 50 0
11 Patient Address 350 (0]
16 Patient Marital Status 50 0
17 Patient Religion 20 0]
18 Patient Account Number 250 0
23 Patient Birth Place 350 (0]
24 Multiple Birth Indicator 1 0
26 Patient Citizenship 50 0
27 Patient Profession 100 0
29 Patient Death Timestamp 24 0
40 Patient Telecommunication Information 200 0

The HL7 field PID-1 should specify the value 1 (note that syngo.share cannot process more than one
HL7 PID segment). The HL7 components PID-3.1 and PID-3.5 have to be used to specify the patient
ID as well as alternate patient ID of the patient addressed by the HL7 PID segment. The specification
of the patient ID is obligatory whereas the specification of an alternate patient ID is optional. To differ
between the two IDs, the HL7 component PID- 3.5 has to specify the value PI or PN if PID-3.1 defines
the patient ID and the value NH, NI, or SS if PID-3.1 specifies an alternate patient ID. Note that the
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value NI indicates that the alternate patient ID represents a unique national identifier, NH states that the
alternate patient ID defines a national health service number, and SS denotes that the alternate patient
ID identifies a social security number. If PID-3.5 contains the value GPI, PID- 3.1 contains the XAD-PID
and all patient IDs of the message get linked with this XAD-PID. The assigning authority of the patient ID
and alternate patient ID has to be defined by the HL7 component PID-3. 4. In case of the patient ID, the
assigning authority should be specified if an authority differing from the default authority of the site is
meant. Otherwise the default authority is used. For the assigning authority of the alternate patient ID
the HL7 subcomponent PID-3.4.1 is evaluated if it is specified and the HL7 subcomponent PID-3.4.
2 isused if PID-3.4.1 has been left empty. The HL7 components PID-5.1 to PID-5. 8 are evaluated
to obtain the names of the patient. If PID-5.7 contains a B the repetition specifies the birth name.
Otherwise it is assumed that the specified name is the legal name which could also be indicated by the
value L. Because syngo.share is able to store the alphabetic, ideographic, and phonetic name of a patient,
the HL7 component PID-5. 8 has to specify an A in the first case, an I for the ideographic name of the
patient, and a P if the phonetic name of the patient is given.

2.7.3 HL7 MRG Segment

The HL7 MRG segment of an incoming HL7 ADT message consists of the following information:

Table 4: HL7 MRG Segment, Inbound

Index  Description Length  Optionality Repeatable
1.1 Prior Patient ID C
1.4.1 Prior Patient ID Assigning Authority Namespace ID 20 C
1.4.2 Prior Patient ID Assigning Authority Universal ID 200 C
1.4.3  Prior Patient ID Assigning Authority Universal ID Type 15 C
1.5 Prior Patient ID Type C
5.1 Prior Visit ID C
5.4.1 Prior Visit ID Assigning Authority Namespace ID 20 C
5.4.2 Prior Visit ID Assigning Authority Universal ID 200 C
5.4.3 Prior Visit ID Assigning Authority Universal ID Type 15 C
7 Prior Patient Name 0

If a HL7 MRG segment is used to merge a patient, the HL7 component MRG-1. 1 has to define the patient
ID of the patient that should be invalidated. Furthermore the HL7 component MRG-1.5 has to specify
the value PI or PN to ensure that syngo.share detects the patient ID. If a HL7 MRG segment is used to
move or merge a visit, the HL7 component MRG-5. 1 has to specify the visit ID of the visit that should be
moved or invalidated. The assigning authority of the prior patient ID (prior visit ID) has to be defined by
the HL7 component MRG-1.4 (MRG-5. 4) if an authority differing from the default authority of the site is
meant. Otherwise the default authority is used. If a HL7 MRG segment is used in combination with HL7
ZPA messages the HL7 component MRG-1.1 and the HL7 field MRG-7 could be specified to validate the
source patient, the DICOM study belongs to.

2.7.4 HL7 NK1 Segment

The HL7 NK1 segment of an incoming HL7 message consists of the following information:
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Table 5: HL7 NK1 Segment, Inbound

Index  Description Length  Optionality Repeatable
1 HL7 NK1 Segment ID 0
2 Next of Kin Name 250 0
3 Relationship 50 0
4 Next of Kin Address 350 0
40 Next of Kin Telecommunication Information 200 0

The HL7 field NK1-1 should specify the value 1 (note that syngo.share cannot process more than one
HL7 NK1 segment).

2.7.5 HL7 PV1 Segment

The HL7 PV1 segment of an incoming HL7 message consists of the following information:

Table 6: HL7 PV1 Segment, Inbound

Index  Description Length  Optionality Repeatable
1 HL7 PV1 Segment ID 0
2 Patient Class 50 (o)
3 Assigned Patient Location 80 0
6 Prior Patient Location 80 0
7 Attending Doctor 150 0
8 Referring Doctor 150 0
9 Consulting Doctor 250 0
10 Hospital Service 50 0
11 Temporary Patient Location 80 0
15 Ambulatory Status 50 0
16 VIP Indicator 50 0
17 Admitting Doctor 150 0
19.1 Visit ID 64 R
19.4.1  Visit ID Assigning Authority Namespace ID 20 C
19.4.2  Visit ID Assigning Authority Universal ID 200 C
19.4.3  Visit ID Assigning Authority Universal ID Type 15 C
36 Discharge Disposition 50 0
37 Discharge Patient Location 50 (0]
39 Servicing Facility 100 0
44 Admit Timestamp 24 (0]
45 Discharge Timestamp 24 0
50.1 Alternate Visit ID 64 (0]
50.4 Alternate Visit ID Assigning Authority 50 0
51.1 Visit Indicator 0

The HL7 field PV1-1 should specify the value 1 (note that syngo.share cannot process more than one
HL7 PV1 segment). The HL7 field PV1-9 should not be defined. Instead a HL7 ROL segment should be
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added to the HL7 message which specified the consulting doctor. Nevertheless, if the consulting doctor is
defined by the HL7 field PV1-9 but not by a HL7 ROL segment, the HL7 field PV1-9 is still evaluated. The
HL7 component PV1-19.1 has to define the visit ID and the HL7 component PV1-51.1 should specify
the value V to indicate that the information provided by the HL7 PV1 segment are dedicated to the visit
level (note that syngo.share does not support visits related to the account level). The assigning authority
of the visit ID (alternate visit ID) has to be defined by the HL7 component PV1-19.4 (PV1-50.4). In
case of the visit ID, the assigning authority should be specified if an authority differing from the default
authority of the site is meant. Otherwise the default is used. For the assigning authority of the alternate
visit ID the HL7 subcomponent PV1-50.4.1 is evaluated if it is specified and the HL7 subcomponent P
V1-50.4.2is usedif PV1-50.4.1 has been left empty.

2.7.6 HL7 ROL Segment

The HL7 ROL segment of an incoming HL7 message consists of the following information:

Table 7: HL7 ROL Segment, Inbound

Index  Description Length  Optionality Repeatable
2 Action Code R

3.1 Role

4 Person 250 (0]

The HL7 component ROL-3.1 has to specify the value CP if the HL7 ROL segment states the consulting
doctor. In this particular case the HL7 field PV1-9 should not be defined.

2.7.7 HL7 GT1 Segment

The HL7 GT1 segment of an incoming HL7 message consists of the following information:

Table 8: HL7 GT1 Segment, Inbound

Index Description Length  Optionality Repeatable
1 HL7 GT1 Segment ID (0]
3 Guarantor Name 250 0
5 Guarantor Address 350 0
8 Guarantor Birth Timestamp 24 0
12 Guarantor Social Security Number 50 0
16 Employer Name 250 (0]
17 Employer Address 350 0

The HL7 field GT1-1 should specify the value 1 (note that syngo.share cannot process more than one
HL7 GT1 segment).

2.7.8 HL7 ACC Segment

The HL7 ACC segment of an incoming HL7 message consists of the following information:
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Table 9: HL7 ACC Segment, Inbound

Index  Description Length  Optionality Repeatable
1 Accident Timestamp
2 Accident Code 250 0

This segment can be used to specify accident information of a visit.

2.7.9 HL7 ORC Segment

In general the information provided by a HL7 ORC segment as well as the structure of a HL7 ORC segment
depend on the type of the underlying HL7 message. The HL7 inbound interface of syngo.share evaluates
HL7 ORC segments in combination with HL7 OMI, HL7 ORM, HL7 ORU and HL7 MDM messages. HL7 OMI
as well as HL7 ORM messages use HL7 ORC segments to insert, update, and delete orders, requested
procedures, and scheduled procedure steps (see Section 2.2). For this purpose each HL7 ORC segment
of an incoming HL7 OMI and HL7 ORM message has to provide the following information:

Table 10: HL7 ORC Segment (HL7 OMI and ORM Message), Inbound

Index Description Length  Optionality Repeatable
1 Order Control Code R
2.1 Placer Order Number 199 C
2.2 Placer Order Number Assigning Authority Namespace ID 20 C
2.3 Placer Order Number Assigning Authority Universal ID 200 C
2.4 Placer Order Number Assigning Authority Universal ID Type 15 C
3.1 Filler Order Number 199 C
3.2 Filler Order Number Assigning Authority Namespace ID 20 C
3.3 Filler Order Number Assigning Authority Universal ID 200 C
3.4 Filler Order Number Assigning Authority Universal ID Type 15 C
5 Order Status 128 C
7.4 Start Timestamp 24 C
10 Order Enterer 255 0
12 Order Provider 255 0
13 Enterers Location 80 (0]
14 Order Call Back Phone Number 250 0]
16 Order Control Code Reason 250 0
17 Entering Organization 60 0
21 Facility 255 0
28 Confidentiality Code 250 0

The HL7 field ORC-1 determines the function of the order specified by the HL7 ORC segment. Possible
values are NW, DC, X0, and CA where NW causes the insertion of the order, DC gives rise to the discontin-
uation of the order, X0 entails the update of the order, and last but not least CA causes the deletion of
the order. The HL7 components ORC-2.1 and ORC- 3.1 define the placer order number and filler order
number of the order and are used by syngo.share to identify it uniquely. So at least one of the two IDs
has to be specified. The assigning authority of the placer order number (filler order number) has to be
defined by the HL7 components ORC-2.2 to ORC-2.4 (ORC-3.2 to ORC-3.4) if an authority differing
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from the default authority of the site is meant. Otherwise the default authority is used. The HL7 field OR
C-5 defines the status of the order. If the scheduled procedure steps of the order have been scheduled
for processing the value SC has to be stated. To mark the scheduled procedure steps associated with the
order as completed, the value CM has to be used. Finally, in case of a HL7 ORM message the HL7 com-
ponent ORC-7 . 4 specifies the start timestamp of the listed scheduled procedure steps. For that reason
the specification of the HL7 component ORC-7. 4 is mandatory. If the HL7 ORC segment is part of a HL7
OMI message the HL7 component ORC-7 . 4 should not be specified because the start timestamp of the
scheduled procedure steps is defined by a separate HL7 TQ1 segment. Note that the HL7 components
and HL7 fields ORC-2.1, ORC-3.1, ORC-7.4, ORC-12, and ORC-14 should specify the same values
as the HL7 components and HL7 fields 0BR-2.1, OBR-3.1, OBR-27.4, OBR-16, and OBR-17 of the
associated HL7 OBR segment.

For HL7 MDM and HL7 ORU messages the HL7 ORC segment should be present if there are multiple HL7
OBR segments to indicate which HL7 OBR segment contains information about the observation and which
HL7 OBR segments should be used for linking information. Incoming HL7 MDM and HL7 ORU messages
have to provide the following information in the HL7 ORC segment:

Table 11: HL7 ORC Segment (HL7 MDM and ORU Message), Inbound

Index Description Length  Optionality Repeatable

1 Order Control Code C

The HL7 field ORC-1 determines which information is contained in the subsequent HL7 OBR segment. If
the value is RE the HL7 OBR segment will contain information concerning the observation, whereas the
value CN indicates linking information.

2.7.10 HL7 TQ1 Segment

Each HL7 TQ1 segment of an incoming HL7 OMI message consists of the following information:

Table 12: HL7 TQ1 Segment, Inbound

Index  Description Length  Optionality Repeatable
1 HL7 TQ1 Segment ID 0
7 Start Timestamp 24

The HL7 field TQ1-1 should specify a consecutive number (note that HL7 OMI messages might contain
more than one HL7 TQ1 segment). The HL7 field TQ1-7 specifies the start timestamp of the scheduled
procedure steps that are part of the HL7 ORC/ITQ1/OBR/IPC segment group to which the HL7 TQ1 segment
belongs.

2.7.11 HL7 OBR Segment

The information provided by a HL7 OBR segment as well as the structure of a HL7 OBR segment depend,
like for a HL7 ORC segment, on the type of the underlying HL7 message. The HL7 inbound interface of
syngo.share evaluates HL7 OBR segments in combination with HL7 OMI, HL7 ORM, HL7 MDM, and HL7
ORU messages. HL7 OMI and ORM messages make use of the information provided by HL7 OBR segments
to insert and update orders, requested procedures, and scheduled procedures steps (see Section 2.2).
Within HL7 MDM and HL7 ORU messages the information provided by HL7 OBR segments is just used
for informational purposes (see Section 2.3). Although HL7 OMI and HL7 ORM messages have the same
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purpose the structure of the used HL7 OBR segments is quite different. Each HL7 OBR segment of an
incoming HL7 OMI message has to provide the following information:

Table 13: HL7 OBR Segment (HL7 OMI Message), Inbound

Index  Description Length  Optionality Repeatable
1 HL7 OBR Segment ID 0
2.1 Placer Order Number 199 C
2.2 Placer Order Number Assigning Authority Namespace ID 20 C
2.3 Placer Order Number Assigning Authority Universal ID 200 C
2.4 Placer Order Number Assigning Authority Universal ID Type 15 C
3.1 Filler Order Number 199 C
3.2 Filler Order Number Assigning Authority Namespace 1D 20 C
3.3 Filler Order Number Assigning Authority Universal ID 200 C
3.4 Filler Order Number Assigning Authority Universal ID Type 15 C
4.1 Universal Service ID 128 0
4.2 Universal Service Description 128 0
5.1 Priority 2 0
12 Danger Code 60 0
13 Relevant Clinical Information 999 (0]
15 Specimen Source 300 0
16 Order Provider 255 (0]
17 Order Call Back Phone Number 250 0
25.1 Result Status (0]
30 Transportation Mode 50 0
31 Reason For Study 300 (0]
34 Technician 200 0
44.1 Procedure Code 128 (0]
44.2 Procedure Description 128 0
44.5 Requested Procedure Description 128 (0]
46 LR Indicator 250 0

The HL7 field OBR-1 should specify a consecutive number (note that HL7 OMI messages might contain
more than one HL7 OBR segment). The HL7 components OBR-2.1 and OBR-3.1 have to define the
placer order number and filler order number of the order. Since syngo.share uses the two IDs to identify
orders, at least one of the two IDs has to be specified. The assigning authority of the placer order number
(filler order number) has to be defined by the HL7 components ORC-2.2 to ORC-2.4 (ORC-3.2 to OR
C-3.4) if an authority differing from the default authority of the site is meant. Otherwise the default
authority is used. Finally the HL7 component OBR-4. 1 specifies the universal service ID — an identifier
for the order which usually comes from an industry standard such as SNOMED or LOINC. Note that the HL7
components and HL7 fields 0BR-2.1, OBR-3.1, OBR-16, and OBR-17 should specify the same values
as the HL7 components and HL7 fields ORC-2.1, ORC-3.1, ORC-12, and ORC-14 of the associated HL7
ORC segment. HL7 component 0BR-25.1 is used to set the workflow state of the related DICOM studies
if ORC-1 contains the value SC. It can be configured, Which repetition of HL7 field OBR-46 contains the
Ir indicator.

The HL7 OBR segment of an incoming HL7 ORM message has to provide the following information:
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Table 14: HL7 OBR Segment (HL7 ORM Message), Inbound

Index  Description Length  Optionality Repeatable
1 HL7 OBR Segment ID 0
2.1 Placer Order Number 199 C
2.2 Placer Order Number Assigning Authority Namespace ID 20 C
2.3 Placer Order Number Assigning Authority Universal ID 200 C
2.4 Placer Order Number Assigning Authority Universal ID Type 15 C
3.1 Filler Order Number 199 C
3.2 Filler Order Number Assigning Authority Namespace ID 20 C
3.3 Filler Order Number Assigning Authority Universal ID 200 C
3.4 Filler Order Number Assigning Authority Universal ID Type 15 C
4.1 Universal Service ID 128 (0]
4.2 Universal Service Description 128 0
4.4 Protocol Code 128 (0]
4.5 Protocol Description 128 0
4.11 Scheduled Procedure Step Description 128 (0]
5.1 Priority 2 0
12 Danger Code 60 0]
13 Relevant Clinical Information 999 0
15.4 Body Site 250 o
15.5 LR Indicator 250 0
16 Order Provider 255 0
17 Order Call Back Phone Number 250 (0]
18 Accession Number 255 0
19 Requested Procedure ID 199 R
20 Scheduled Procedure Step ID 199 R
21 Scheduled Station AET 255 0
24 Modality 50 o)
25.1 Result Status 0
27.4 Start Timestamp 24 R
30 Transportation Mode 50 0
31 Reason For Study 300 (0]
34 Technician 200 (0]
44.1 Procedure Code 128 (0]
44.2 Procedure Description 128 0]
445 Requested Procedure Description 128 (0]

The HL7 fields and HL7 components OBR-1, OBR-2.1 to OBR-2.4, 0BR-3.1 to OBR-3.4, and OBR-4.
1 have to be specified in the same way as described for HL7 OMI messages. The HL7 field 0BR-18 is eval-
uated to obtain the accession number of the order. If the accession number is not specified, syngo.share
generates an appropriate ID automatically. For the assigning authority of the accession number either the
assigning authority of the filler order number is used or the assigning authority of placer order number if
the filler order number is not defined. The HL7 field OBR-19 has to specify a unique ID for the requested
procedure addressed by the HL7 ORM message. It is used by syngo.share as an alternate unique identi-
fier for the stated requested procedure. Likewise the HL7 field OBR-20 has to define a unique ID for the
scheduled procedure step specified by the HL7 ORC/OBR segment group to which the HL7 OBR segment
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belongs. The HL7 component OBR-27 . 4 specifies the start timestamp of the listed scheduled procedure
steps. For that reason the specification of the HL7 component ORC-7. 4 is mandatory. Note that the HL7
components and HL7 fields 0BR-2.1, OBR-3.1, OBR-27.4, 0BR-16, and OBR-17 should specify the
same values as the HL7 components and HL7 fields ORC-2.1, ORC-3.1, ORC-7.4, ORC-12, and ORC-
14 of the associated HL7 ORC segment. HL7 component OBR-25.1 is used to set the workflow state of
the related DICOM studies if ORC-1 contains the value SC.

If a HL7 OBR segment is part of an incoming HL7 MDM or HL7 ORU message which inserts, updates, or
deletes a generic file it has to possess the following structure:

Table 15: HL7 OBR Segment (HL7 MDM and ORU Message), Inbound

Index  Description Length  Optionality Repeatable
1 HL7 OBR Segment ID 0
2.2 Placer Order Number Assigning Authority Namespace ID 20 C
2.3 Placer Order Number Assigning Authority Universal ID 200 C
2.4 Placer Order Number Assigning Authority Universal ID Type 15 C
3.2 Filler Order Number Assigning Authority Namespace 1D 20 C
3.3 Filler Order Number Assigning Authority Universal ID 200 C
3.4 Filler Order Number Assigning Authority Universal ID Type 15 C
18.1 Accession Number 255 0
18.2 Accession Number Assigning Authority Namespace ID 20 C
18.3 Accession Number Assigning Authority Universal ID 200 C
18.4 Accession Number Assigning Authority Universal ID Type 15 C
19 Requested Procedure ID 200 0
24 Practice Setting Code 256 C
25.1 Result Status 0
31 Reason For Study 0

The HL7 field OBR-1 should specify a consecutive number (note that HL7 MDM and HL7 ORU messages
might contain more than one HL7 OBR segment). The HL7 field OBR-18 is evaluated to obtain the ac-
cession number of the generic file. As accession number assigning authority the assigning authority of
the filler order number is used or the one of the placer order number if HL7 Field OBR-3 has been left
empty. The HL7 components OBR-2.2 to OBR-2.4 or OBR-3.2 to OBR-3.4 should be defined, if an
authority differing from the default authority of the site is meant. Otherwise the default authority is used.
The HL7 field OBR-24 has to specify the practice setting code of the generic file referenced by the HL7
message. HL7 component OBR-25. 1 is used to set the workflow state of the specified generic container.
In case of an incoming HL7 MDM message which inserts or updates a generic file the specification of the
practice setting code is required if the generic file should be registered in an affinity domain (see IHE IT
Infrastructure Technical Framework for further information). To this end the following HL7 components
have to be defined:

Table 16: HL7 OBR-24 Field, Inbound

Index  Description Length  Optionality
24.1 Practice Setting Code ID 256
24.2 Practice Setting Code Display Name 256 0
24.3 Practice Setting Code Coding Scheme 256
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In case of HL7 ORU messages the specification of the practice setting code is optional because HL7 ORU
messages do not provide enough information to register generic files in affinity domains.

If the HL7 OBR segment specifies additional linking information, indicated by the value CN in HL7 field O
RC-1, the OBR segment has to possess the following structure.

Table 17: Optional HL7 OBR Segment (HL7 MDM and ORU Message), referenced accession number/requested pro-
cedure ID, Inbound

Index Description Length  Optionality Repeatable
1 HL7 OBR Segment ID (0]
2.2 Placer Order Number Assigning Authority Namespace ID 20 C
2.3 Placer Order Number Assigning Authority Universal ID 200 C
2.4 Placer Order Number Assigning Authority Universal ID Type 15 C
3.2 Filler Order Number Assigning Authority Namespace ID 20 C
3.3 Filler Order Number Assigning Authority Universal ID 200 C
3.4 Filler Order Number Assigning Authority Universal ID Type 15 C
18.1 Accession Number 255 (0]
18.2 Accession Number Assigning Authority Namespace ID 20 C
18.3 Accession Number Assigning Authority Universal ID 200 C
18.4 Accession Number Assigning Authority Universal ID Type 15 C
19 Requested Procedure ID 200 (0]

The HL7 field OBR-18 contains the referenced accession number. As accession number assigning author-
ity the assigning authority of the filler order number is used or the one of the placer order number if HL7
Field OBR- 3 has been left empty. The HL7 components OBR-2.2 to OBR-2.4 or OBR-3.2 to OBR-3.4
should be defined, if an authority differing from the default authority of the site is meant. Otherwise the
default authority is used.

2.7.12 HL7 IPC Segment

Each HL7 IPC segment of an incoming HL7 OMI message consists of the following information:

Table 18: HL7 IPC Segment, Inbound

Index  Description Length Optionality Repeatable
1.1 Accession Number 255 R
1.2 Accession Number Assigning Authority Namespace ID 20 C
1.3 Accession Number Assigning Authority Universal ID 200 C
1.4 Accession Number Assigning Authority Universal ID Type 15 C
2.1 Requested Procedure ID 199 R
3.1 Study Instance UID 255 R
4.1 Scheduled Procedure Step ID 199 R
5.1 Modality 50 0
6.1 Protocol Code 128 0
6.2 Protocol Description 128 (0]
6.5 Scheduled Procedure Step Description 128 0
9 Scheduled Station AET 255 (0]
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The HL7 component IPC-1.1 has to define the accession number of the order. The assigning authority
of the accession number has to be defined by the HL7 components IPC-1.2 to IPC-1. 4 if an authority
differing from the default authority of the site is meant. Otherwise the default authority is used. The HL7
component IPC-2.1 has to specify a unique ID for the requested procedure addressed by the HL7 ORC/
TQ1/OBRI/IPC segment group to which the HL7 IPC segment belongs. It is used by syngo.share as an alter-
nate unique identifier for the stated requested procedure. Similarly the HL7 component IPC-3.1 has to
define the Study Instance UID of the DICOM Study that should be associated with requested procedure ad-
dressed by the underlying HL7 ORCITQ1/OBR/IPC segment group. As mentioned in Section the Study
Instance UID is used as unique identifier for the affected requested procedure. The HL7 component IPC
-4.1 has to define a unique ID for the scheduled procedure step specified by the HL7 IPC segment. Note
that syngo.share links the specified scheduled procedure step with the requested procedure addressed
by the corresponding HL7 ORC/ITQ1/OBR/IPC segment group.

2.7.13 HL7 TXA Segment

The HL7 TXA segment of an incoming HL7 MDM message consists of the following information:

Table 19: HL7 TXA Segment (HL7 MDM Message), Inbound

Index  Description Length  Optionality Repeatable
1 HL7 TXA Segment ID 0
2.1 Generic File Type ID 64 C
2.2 Generic File Type Description 100 C
2.3 Generic File Type Coding System ID 64 C
3 Generic File Content Presentation 256 C
6 Generic File Creation Timestamp 24 C
9 Generic File Originator 1000 C
12.1 Generic File ID 256 R
13.1 Prior Generic File ID C
16 Generic Filename 256 C
17 Generic File Completion Status 50 0
18 Generic File Confidentiality Status 256 C
22 Generic File Authenticator 1000 C
24.1 Generic Container ID 256 R
24.2 Generic Container Description 250 0
24.3 Generic Container Coding System ID 64 R
25 Generic File Description 250 C

The HL7 field TXA-1 should specify the value 1 (note that syngo.share cannot process more than one HL7
TXA segment). The information stated by the HL7 components TXA-2.1, TXA-2.2, and TXA-2.3 as
well as the HL7 fields TXA-3, TXA-9, TXA-18 and TXA-22 are primarily needed to register the generic file
specified by the HL7 TXA segment in an affinity domain. In such a case syngo.share requires that TXA-2.
1, TXA-2.2,and TXA-2. 3 specify the class code, TXA- 3 the format code, TXA-9 the author, healthcare
facility type code, and institution, TXA-18 the confidentiality code, and TXA- 22 the authenticator of the
generic file, by providing the following information:
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Table 20: HL7 TXA Segment (HL7 MDM Message), Additional Fields, Inbound

Index  Description Length  Optionality
2.1 Class Code ID 256 R
2.2 Class Code Display Name 256 0
2.3 Class Code Coding Scheme 256 R
3.1 Format Code ID 256 R
3.2 Format Code Display Name 256 0
3.3 Format Code Coding Scheme 256 R
9.1 Originator Person ID 1000 0
9.2 Originator Last Name 1000 R
9.3 Originator First Name 1000 R
9.4 Originator Middle Name 1000 0
9.5 Originator Name Suffix 1000 0
9.6 Originator Name Prefix 1000 0
9.14.1  Healthcare Facility Type Code ID 1000 R
9.14.2  Healthcare Facility Type Code Display Name 1000 0
9.14.3  Healthcare Facility Type Code Coding Scheme 1000 R
9.23.1 Institution OID 1000 R
9.23.2  Institution Name 1000 R
18.1 Confidentiality Code ID 256 C
18.2 Confidentiality Display Name 256 C
18.3 Confidentiality Code Coding Scheme 256 C
221 Authenticator Person ID 1000 0
22.2 Authenticator Last Name 1000 R
22.3 Authenticator First Name 1000 R
22.4 Authenticator Middle Name 1000 (o)
22.5 Authenticator Name Suffix 1000 0
22.6 Authenticator Name Prefix 1000 (0]

The HL7 field TXA-6 should always be specified. However syngo.share only requires the specification
of the creation timestamp if the generic file has to be registered in an affinity domain. The HL7 com-
ponent TXA-12.1 has to specify the ID of the referenced generic file which is used together with the
application ID, specified by the HL7 component MSH-3.1 or MSH-3.2 (MSH-3. 2 is just used if MSH-3
.1 is not defined), to identify the generic file uniquely. If the generic file ID is changed, the old generic
file ID has to be specified by the HL7 component TXA-13. 1 to guarantee that updates can be performed
correctly. The name of the generic file (inclusive its file extension) is obtained from the HL7 field TXA-1
6. Its specification is mandatory if the generic file should be inserted or updated by a new version which
possesses a different file extension. The HL7 components TXA-24.1 and TXA-24. 3 define the generic
container ID and coding system ID of the generic container which contains the generic file. Finally, the
HL7 field TXA-25 has to specifies a description of the generic file. If the generic file should be registered
in an affinity domain, the specification of TXA-25 is mandatory. Note that the HL7 field TXA-6 should
specify the same value as the HL7 fields OBR-7 and OBX-14.
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2.7.14 HL7 OBX Segment

The information provided by a HL7 OBX segment as well as the structure of a HL7 OBX segment depend on
the type of the object or observation that is addressed by the HL7 OBX segment. The HL7 inbound inter-
face of syngo.share evaluates HL7 OBX segments in combination with HL7 MDM and HL7 ORU messages
in order to insert, update, or delete generic files or to reference DICOM Studies or generic containers by
specifying reference pointers. HL7 OBX segments which belong to HL7 MDM or HL7 ORU messages that
are intended to insert, update, or delete generic files have to be further divided into HL7 OBX segments
which belong to HL7 MDM messages and HL7 OBX segments which are part of HL7 ORU messages. A
HL7 OBX segment that belongs to an incoming HL7 MDM message which is used to insert or update a
generic file has to provide the following information:

Table 21: HL7 OBX Segment (HL7 MDM and ORU Message), Inbound

Index  Description Length  Optionality Repeatable
1 HL7 OBX Segment ID 0
2 Value Type R
4 HL7 OBX Segment Sub-ID 0
5 Value R
8 Generic File Interpretation Code 1000 C
11 Generic File Result Status 0]
14 Generic File Creation Timestamp 0

The HL7 fields 0BX-1 and OBX-4 should specify the value 1 (note that syngo.share cannot process more
than one HL7 OBX segment). The HL7 field OBX-2 has to specify the type of the HL7 field OBX-5, in
particular ED or RP. If OBX- 2 specifies the value ED the binary data of the generic file addressed by the
HL7 OBX segment has to be encapsulated in the HL7 MDM message. In this special case the HL7 field OB
X-5 has to meet the following structure:

Table 22: HL7 OBX-5 Field (Binary Data), Inbound

Index  Description Content  Optionality
5.2 Mime Type 100 R
5.3 Mime Subtype 100 (o)
5.4 Encoding R
5.5 Binary Data R

The HL7 components OBX-5.2 and OBX-5. 3 specify the MIME type and MIME subtype of the generic
file. Valid values can be obtained from the website of the Internet Assigned Number Authority. Since it is
not allowed to transmit non-printable characters within a HL7 message, the binary data of the genericfile,
specified by the HL7 component OBX-5.5, has to be encoded. To ensure that syngo.share can decode
the binary data, the used encoding has to be specified by the HL7 component 0BX-5. 4 (see Section

for possible values). If the HL7 field O0BX-2 specifies the value RP the binary data of the generic file has
to be referenced using an UNC-path. To this end OBX-5 has to define of the following information:

Table 23: HL7 OBX-5 Field (UNC-Path), Inbound

Index  Description Content  Optionality

5.1 UNC-Path R

Table 23: HL7 OBX-5 Field (UNC-Path), Inbound...
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... Table 23: HL7 OBX-5 Field (UNC-Path), Inbound

Index  Description Content  Optionality
5.3 Mime Type 100
5.4 Mime Subtype 100 0

The HL7 field 0BX-8 defines an interpretation code. If the generic file should be registered in an affinity
domain syngo.share requires that the specified interpretation code defines the content type code of the
generic file (see IHE IT Infrastructure Technical Framework for further information). If that is the case the
following HL7 components have to be defined:

Table 24: HL7 OBX-8 Field, Inbound

Index  Description Length  Optionality
8.1 Content Type Code ID 1000
8.2 Content Type Code Display Name 1000 (0]
8.3 Content Type Code Coding Scheme 1000

Otherwise the HL7 field OBX-8 can be left empty. Finally, the HL7 field 0BX-11 should always specify
the value F. Note that the HL7 field OBX-14 should specify the same value as the HL7 field TXA-6.

In contrast, a HL7 OBX segment that belongs to an incoming HL7 ORU message, which is used to insert,
update, or delete a generic file, has to provide the following information:

Table 25: HL7 OBX Segment (HL7 ORU Message), Inbound

Index  Description Length  Optionality Repeatable
1 HL7 OBX Segment ID 0]
2 Value Type C
3.1 Generic File ID 256 R
3.2 Generic File Description 250 0
3.4 Generic Container ID 256 R
3.5 Generic Container Description 250 0
3.6 Generic Container Coding System ID 64 0
3.9 Generic Filename 256 C
4 HL7 OBX Segment Sub-ID 0
5 Value C
8 Generic File Interpretation Code 1000 0
11 Generic File Result Status R
14 Generic File Creation Timestamp 24 0

The HL7 fields OBX-1 and OBX-4 should specify the value 1 (note that syngo.share cannot process more
than one HL7 OBX segment). The HL7 field OBX-2 specifies the type of the HL7 field O0BX-5. If the HL7
field OBX-5 contains the binary data of the generic file the value ED has to be stated. If the binary data
of the generic file is referenced via an UNC-path, the value RP has to be defined. If no binary data is
given (for example in case of a pure metadata update) the HL7 field OBX-2 should be left empty. The
HL7 component OBX-3.1 has to specify the ID of the given generic file which is used together with
the application ID, specified by the HL7 component MSH-3.1 or MSH-3.2 (MSH-3.2 is just used if MS

33



H-3.1 is not defined), to identify the generic file uniquely. The HL7 components OBX-3.4 and OBX-
3.4 define the generic container ID and coding system ID of the generic container which contains the
referenced generic file. The name of the generic file (inclusive its file extension) is obtained from the
HL7 component OBX-3. 9. Its specification is mandatory if the generic file should be inserted or updated
by a new version which possesses a different file extension. To interpret the value of the HL7 field O
BX-5 syngo.share uses the type information specified by the HL7 field OBX-2. If OBX-2 specifies the
value ED the binary data of the generic file has to be encapsulated in the HL7 ORU message and if OBX-
2 specifies the value RP the binary data of the generic file has to be referenced using an UNC-path. If O
BX-2 is not defined OBX-5 also should not be specified. Note that the structure of the HL7 field OBX-5
varies depending on whether OBX -2 specifies the value ED or RP (see description of HL7 OBX segments
of incoming HL7 MDM messages which are used to insert or update generic files). The HL7 field OBX-
8 defines an interpretation code. In case of an incoming HL7 MDM message which inserts or updates
a generic file this information is used as content type code, if the generic file is registered in an affinity
domain. In case of HL7 ORU messages that never happens because HL7 ORU messages do not provide
enough information to register generic files in affinity domains. So the specification of the HL7 field O
BX-8 is unregulated. The HL7 field O0BX-11 is used to differ between HL7 ORU messages which insert
or update generic files and HL7 ORU messages which delete generic files. In the former case OBX-11
has to specify a F whereas in the latter case a D has to be defined. Last but not least the HL7 field OBX
-14 defines the creation timestamp of the generic file. It should be defined whenever a generic file is
inserted or the binary data of a generic file is updated. Note that the HL7 fields OBX-11 and 0BX-14
should specify the same values as the HL7 fields 0BR-25 and OBR-7.

To declare Study Instance UIDs referenced by the transmitted document additional HL7 OBX segments
containing the following information can be specified.

Table 26: Optional HL7 OBX Segment (HL7 MDM and ORU Message), referenced DICOM Study Instance UID, Inbound

Index Description Length  Optionality Repeatable
1 HL7 OBX Segment ID 0
2 Value Type 0
3 Observation Identifier R
5.1 Study Instance UID 250 R
11 Document Result Status R

The HL7 field OBX-2 shall contain the value HD if specified. The HL7 field OBX-3 has to specify the value
113014ADICOM Study”DCM indicating that HL7 component OBX-5.1 contains a referenced Study In-
stance UID. HL7 field OBX-11 should contain the value 0 for order detail description.

If a HL7 OBX segment is used to reference a document (DICOM Study or generic container) via a reference
pointer it has to specify the following information:

Table 27: HL7 OBX Segment, Referencing Documents, Inbound

Index  Description Length  Optionality Repeatable
1 HL7 OBX Segment ID 0
Value Type R
4 HL7 OBX Segment Sub-ID 0
5.1 Reference Pointer R
11 Document Result Status 0
14 Document Creation Timestamp 0
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The HL7 fields OBX-1 and OBX-4 should specify the value 1 (note that syngo.share cannot process more
than one HL7 OBX segment). The HL7 field OBX- 2 specifies the type of the HL7 field OBX-5. Since the
document addressed by the HL7 OBX segment is identified via a reference pointer the value RP has to be
stated. The HL7 component OBX-5.1 has to specify the reference pointer which identifies the affected
document. The HL7 field OBX-11 describes the status of the referenced document and should specify
the value D if it has been deleted and the value F otherwise. Note that the HL7 fields 0BX-11 and OBX-
14 should specify the same values as the HL7 fields OBR-25 and OBR- 7.

2.7.15 HL7 PRT Segment

Each HL7 PRT segment of an incoming HL7 ORU message consists of the following information:

Table 28: HL7 PRT Segment, Inbound

Index Description Length  Optionality Repeatable
1.1 Login Name 255 R
2 Action Code R
4 Participation 0
5 Person (0)
8.1 User Domain C
9 Location (0]
10 Device 0

The HL7 component PRT-1. 1 has to specify the login name of the addressed user. HL7 component PRT
-8.1 should contain the domain of the user. If no domain is specified it is tried to uniquely identify the
user with the login name. As action code (HL7 field PRT-2) one of the values specified in Section has
to be defined.

2.7.16 HL7 ZDS Segment

The HL7 ZDS segment of an incoming HL7 ORM message consists of the following information:
Table 29: HL7 ZDS Segment, Inbound

Index Description Length  Optionality Repeatable

1.1 Study Instance UID R

The HL7 component ZDS-1.1 has to define the Study Instance UID of the DICOM Study that should be as-
sociated with the requested procedure addressed by the HL7 ORM message. As mentioned in Section
the Study Instance UID is used as unique identifier for the affected requested procedure.

2.7.17 HL7 ZPA Segment

The HL7 ZPA segment of an incoming HL7 ZPA 105 message consists of the following information:
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Table 30: HL7 ZPA Segment (HL7 ZPA 105 Message), Inbound

Index  Description Length  Optionality Repeatable
2.1.1 Source Accession Number R
2.1.2 Source Accession Number Assigning Authority Namespace ID 20 C
2.1.3 Source Accession Number Assigning Authority Universal ID 200 C
2.1.4  Source Accession Number Assigning Authority Universal ID Type 15 C
2.2.1 Target Accession Number 0
2.2.2  Target Accession Number Assigning Authority Namespace ID 20 C
2.2.3  Target Accession Number Assigning Authority Universal ID 200 C
2.2.4  Target Accession Number Assigning Authority Universal ID Type 15 C

The HL7 subcomponent ZPA-2.1.1 has to define the Source Accession Number of the DICOM studies
that should be processed. HL7 subcomponent ZPA-2. 2.1 could be set, to change the Accession Number
of the given DICOM studies. The assigning authority of the Source Accession Number (Target Accession
Number) has to be defined by the HL7 subcomponents ZPA-2.1.2 to ZPA-2.1.4 (ZPA-2.2.2 to ZP
A-2.2.4) if an authority differing from the default authority of the site is meant. Otherwise the default
authority is used.

The HL7 ZPA segment of an incoming HL7 ZPA SO5 message consists of the following information:

Table 31: HL7 ZPA Segment (HL7 ZPA SO5 Message), Inbound

Index Description Length  Optionality Repeatable
1.1 Source Study Instance UID R
1.2 Target Study Instance UID 0
2.2.1 Target Accession Number 0
2.2.2  Target Accession Number Assigning Authority Namespace ID 20 C
2.2.3  Target Accession Number Assigning Authority Universal ID 200 C
2.2.4  Target Accession Number Assigning Authority Universal ID Type 15 C

The HL7 component ZPA-1.1 has to define the Source Study Instance UID of the DICOM study that
should be processed. HL7 component ZPA-1. 2 could be set, to change the Study Instance UID and HL7
subcomponent ZPA-2.2.1 could be set, to change the Accession Number of the DICOM study. The
assigning authority of the Target Accession Number has to be defined by the HL7 subcomponents ZPA-
2.2.21t0ZPA-2.2.4 if an authority differing from the default authority of the site is meant. Otherwise
the default authority is used.

2.7.18 HL7 ZRI Segment

The HL7 ZRI segment of an incoming HL7 MDM message consists of the following information:

Table 32: HL7 ZRI Segment, Inbound

Index  Description Length  Optionality Repeatable
1 HL7 ZRI Segment ID 0]
2.1 Reference ID

Table 32: HL7 ZRI Segment, Inbound...
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... Table 32: HL7 ZRI Segment, Inbound

Index  Description Length  Optionality Repeatable

2.41 Assigning Authority Namespace ID
2.4.2  Assigning Authority Universal ID
2.4.3  Assigning Authority Universal ID Type

© N 0O N

3.1 Identifier Type Code

The HL7 field ZRI -1 should specify a consecutive number since HL7 MDM messages might contain more
than one HL7 ZRI segment. The HL7 component ZRI-2.1 has to define the Reference ID and the sub-
components ZRI-2.4.1to ZRI-2.4. 3 have to define the assigning authority. Finally, the component
ZRI-3.1 has to define the Identifier Type Code.
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3.1 Routing of Generic Files

3.1.1 Operating Mode

In some workflows it might be necessary to route generic files that have been archived by syngo.share
to third-party systems. To make use of this feature an action of type GenericRouter has to be configured
for the module EventServer (see the syngo.share System Documentation for further information). Once
a GenericRouter has been created, it automatically routes generic files via HL7 MDM messages to a con-
figured third-party system. If an already routed generic file is modified, the routing is repeated to ensure
that the receiving third-party system is up to date.

In general all possible types of generic files can be routed. Each HL7 MDM message is dedicated to exactly
one generic file. The binary data of a generic file is transmitted either by reference or by value. In the
former case the genericfile is written to a share and referenced by an UNC-path which meets the following
format:

¢ Windows: \\<host>\<share>\<path>
e Linux: //<host>/<share>/<path>

In the latter case the data is encapsulated in the HL7 MDM message. Since it is not allowed to transmit
non-printable characters within a HL7 message syngo.share encodes binary data as a Base64 string. To
ensure that the receiving third-party system can identify a generic file uniquely syngo.share specifies two
IDs: a generic file ID and an application ID. The application ID is defined to ensure that the receiving
third-party system can identify syngo.share uniquely whereas the generic file ID is stated to allow the
third-party system to identify the generic file among the routed generic files. Note that these IDs are not
identical with the original IDs used by syngo.share to identify the generic file. Each genericfile is archived
in syngo.share within a so called generic container. Generic containers are used by syngo.share to group
generic files. They are identified by a generic container ID and a coding system ID. To inform a third-party
system about the generic container to which a routed generic file belongs, its generic container ID and
coding system ID are specified. Note that a generic container ID and coding system ID need not be unique
since generic containers might be reused for patients and shared between third-party systems. However,
to ensure that generic containers can be used in a meaningful way it is guaranteed by syngo.share that a
patient does not possess two generic containers with identical generic container ID and coding system ID
with regard to a certain visit and organizational unit. In general syngo.share routes a generic file if one
of the following events occurs:

e import of a generic file

* undeletion of a generic file

* update (metadata or binary data) of a generic file
¢ update of a patient associated with a generic file

* update of a visit associated with a generic file

3.1.2 HL7 MDM Message Structure

To route generic files via HL7 MDM messages syngo.share uses the trigger event TO2 as proposed by the
HL7 Messaging Standard. Thereby the transmitted HL7 MDM messages exhibit the following structure:

MSH PID [PV1] [ORC] OBR TXA OBX
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The generic file ID is specified by the HL7 component TXA-12.1 and the application ID is defined by the
HL7 component MSH- 3. 1. Note that these IDs are not identical with the original IDs used by syngo.share
to identify the routed generic file. The original generic file ID and application ID are defined by the HL7
components 0BX-3.1 and OBX-3.3 however, according to the HL7 Messaging Standard, they should
not be used to identify the routed generic file. The generic container ID and the coding system ID are
specified by the HL7 components TXA-24.1 and TXA-24.3. The HL7 PV1 and HL7 ORC segment are
present if and only if the underlying generic file consists of visit and order information.

3.2 Referencing of DICOM Studies and Generic Containers

3.2.1 Operating Mode

In syngo.share a reference pointer is a string which refers either to a DICOM Study or generic container.
It can be used by third-party systems (e.g., HIS, RIS, etc.) to access, share, or delete a DICOM Study or
generic container without holding the actual data. To this end the URL interface of module view has to be
called (see Interface and Integration Manual). To receive reference pointers an action of type Reference-
PointerNotifier has to be configured for the module EventServer (see the syngo.share System Documen-
tation for further information). Once a ReferencePointerNotifier has been created, it automatically sends
reference pointers via HL7 ORU messages to a configured third-party system. Each HL7 ORU message is
dedicated to exactly one reference pointer. If a DICOM Study or generic container is modified in a way
such that the changes influence the operational reliability of a previously sent reference pointer (for ex-
ample, a DICOM Study or generic container is deleted) syngo.share informs the third-party system about
those changes. To this end syngo.share transmits a HL7 ORU message which either updates or deletes
the affected reference pointer (note that there is no difference between HL7 ORU messages which in-
sert reference pointers and HL7 ORU messages which update existing reference pointers). In case that
a third-party system cannot deal with HL7 ORU messages which update reference pointers, syngo.share
offers the possibility to delete reference pointers before they are updated. If so, syngo.share first sends a
HL7 ORU message which deletes a reference pointer before it transmits the actual HL7 ORU message that
updates the affected reference pointer. In general syngo.share inserts, updates, or deletes a reference
pointer if one of the following events occurs:

¢ import of a DICOM Study or generic container

¢ undeletion of a DICOM Study or generic container

* update (metadata or binary data) of a DICOM Study or generic container
* deletion of a DICOM Study or generic container

¢ update of a patient associated with a DICOM Study or generic container
* update of a visit associated with a DICOM Study or generic container

In addition, reference pointers of DICOM Studies or generic containers which do not any longer satisfy
the conditions specified by the configured ReferencePointerNotifier are also deleted. In case the settings
of the receiving application regarding assigning authorities would conflict with authorities given in the
HL7 ORU message, it is not sent. Further details about reference pointers can be found in the System
Documentation of syngo.share.

3.2.2 HL7 ORU Message Structure

Toinsert, update, and delete reference pointers via HL7 ORU messages syngo.share uses the trigger event
RO1. So, the transmitted HL7 ORU messages exhibit the following structure:

MSH PID [PV1] {{ORC] OBR} OBX
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If the DICOM study, generic container, or generic file is not associated with an order only OBR is given.
Otherwise the pair ORC and OBR is given per associated order, which in case of a generic container or
generic file can be multiple times. To distinguish between HL7 ORU messages which insert or update
reference pointers and HL7 ORU messages which delete reference pointers, the HL7 fields OBR-25 and O
BX-11 are set to F in the former case and D in the latter one. The HL7 segments PV1 and ORC are present
if and only if the underlying document consists of visit or order information.

3.3 Query Messages
3.3.1 Operating Mode

The ScanimportServer module of syngo.share, which is designed to import PDF files generated by a mass
scanning device, uses data from a generated index file to map the imported PDF file to a patient/visit com-
bination known to syngo.share. However, if the patient/visit combination is not known to syngo.share or
the data read from the index file ist not sufficient, a HL7 QRY message can be configured to be sent to a
third-party sytem, typically a HIS or RIS. The response messages are not evaluated directly by syngo.share,
but can be forwarded to an arbitrary third-party system.

3.3.2 HL7 QRY message structure

syngo.share uses original mode HL7 QRY messages. The supported trigger events of HL7 QRY are Al
9, indicating that an HL7 ADR response is expected, and Q01, indicating that an HL7 DSR response is
expected. The messages therefore exhibit the following structure:

MSH QRD

3.4 Acknowledging of Processed HL7 Messages
3.4.1 Operating Mode

If HL7 messages are received by syngo.share according to the enhanced processing rules it might be
necessary to exchange further information regarding the processing of HL7 messages via so called HL7
application acknowledgment messages. To this end an action of type HI7MessageProcessingNotifier has
to be configured for the module EventServer (see the syngo.share System Documentation for further
information). Once a HI7MessageProcessingNotifier has been created the transmission of a HL7 applica-
tion acknowledgment message is automatically conducted as soon as a HL7 message has been processed
which requires the exchange of further information.

In general syngo.share is able to generate and transmit HL7 application acknowledgment messages for
all processable HL7 messages. Each HL7 application acknowledgment message is dedicated to exactly
one HL7 message and specifies the status of the processing. To ensure that a third-party system knows
which HL7 message has been acknowledged by a certain HL7 application acknowledgment message, the
control ID of the initial HL7 message is specified. In general a HL7 application acknowledgment message
is transmitted if the following event occurs:

* processing of a HL7 message

In addition it must be guaranteed that the application acknowledgment type (see HL7 field MSH-16)
specified by the original HL7 messages goes well with the processing status of the HL7 message. That
means if the original HL7 message specifies the application acknowledgment type SU (ER), a HL7 ap-
plication acknowledgment message is sent if and only if the processing of the HL7 message succeeded
(failed). If the original HL7 message specifies the application acknowledgment type AL, a HL7 application
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acknowledgment message is sent regardless of whether the processing of the HL7 message succeeded
or failed.

3.4.2 HL7 Application Acknowledgment Message Structure

To notify third-party systems about the processing of HL7 message syngo.share supports the transmission
of HL7 application acknowledgment messages related to HL7 ADT messages with trigger events AQ1 to
A04, A06 to A0S, A1l to A13, A18, A23, A28, A29, A31, A34, A40, A42, A45, A47, or A50, HL7 OMI
messages with trigger event 023, HL7 ORM messages with trigger event 001, HL7 MDM messages with
trigger events T02, TO9, T10, or T11, and HL7 ORU messages with trigger event RO1. The transmitted
HL7 application acknowledgment messages meet the following structure:

MSH MSA

The trigger event specified by a HL7 application acknowledgment message depend on the trigger event
specified by the acknowledged HL7 message. The status of the processed HL7 message is specified by
the HL7 field MSA-1.

3.5 HL7 Segments
3.5.1 HL7 MSH Segment

The HL7 MSH segment of an outgoing HL7 message consists of the following information:

Table 33: HL7 MSH Segment, Outbound

Index  Description Content Optionality Repeatable
1 HL7 Field Separator | R
2 Encoding Characters A~\& R
3.1 Sending Application R
4.1 Sending Facility Namespace ID C
4.2 Sending Facility Universal ID R
4.3 Sending Facility Universal ID Type L R
5.1 Receiving Application R
6.1 Receiving Facility R
7 Timestamp of HL7 Message R
9.1 HL7 Message Code R
9.2 HL7 Message Trigger Event R
9.3 HL7 Message Structure R
10 HL7 Message Control ID R
11.1 Processing ID P R
12.1 Version ID 2.8.1 R
13 HL7 Message Sequence Number R
15 Accept Acknowledgment Type C
16 Application Acknowledgment Type C
18 Character Set R yes
20 Alternate Character Set Handling Scheme C

The HL7 component MSH- 3.1 specifies per default the project name of the server which transmits the
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HL7 message. In case that the default value is not adequate, the sending application can be configured.
The HL7 component MSH-4 .1 specifies the organizational unit of the underlying DICOM Study, generic
container, or generic file if the HL7 message is used to administrate a reference pointer or route a generic
file. Like for MSH- 3.1 the default value can be changed by configuring an adequate value. The HL7 com-
ponent MSH-4. 2 specifies the default receiving facility of the affected tenant and cannot be configured.
The values that should be used to specify the HL7 components MSH-5.1 and MSH-6. 1 as well as the HL7
fields MSH-18 and MSH- 20 have to be configured. Note that MSH- 20 is always given if MSH-18 specifies
more than one character set. The values of the HL7 fields MSH-15 and MSH- 16 depend on the processing
rules that have been configured. If the original processing rules are applied to exchange the HL7 message
both HL7 fields are left empty. If the enhanced processing rules are are used, the transmission of a HL7
accept acknowledgment messages is required but the exchange of a HL7 application acknowledgment
messages is denied. To this end the HL7 field MSH-15 specifies the value AL and the HL7 field MSH-16
defines the value NE.

3.5.2 HL7 PID Segment

The HL7 PID segment of an outgoing HL7 message consists of the following information:

Table 34: HL7 PID Segment, Outbound

Index Description Content Optionality Repeatable
1 HL7 PID Segment ID 1 (0]
3.1 Patient ID R yes
3.4.1 Patient ID Assigning Authority Namespace ID R yes
3.4.2  Patient ID Assigning Authority Universal ID R yes
3.4.3 Patient ID Assigning Authority Universal ID Type R yes
3.5 Patient ID Type R yes
5.1 Patient Last Name 0
5.2 Patient First Name (o)
5.3 Patient Middle Name 0
5.4 Patient Name Suffix 0
5.5 Patient Name Prefix 0
5.7 Patient Name Type R
5.8 Patient Name Representation A R
7 Patient Birth Timestamp (0]
8.1 Patient Sex 0
10 Patient Race 0
1 Patient Address 0
18 Patient Account Number 0
26 Patient Citizenship 0

The HL7 components PID-3.1and PID-3. 5 are used to specify the patient ID as well as alternate patient
ID of the referenced patient. To differ between the two IDs, the HL7 component PID-3.5 contains
the value PI if PID-3.1 specifies the patient ID and the value NH, NI, or SS if PID-3.1 specifies an
alternate patient ID. Note that the value NH indicates that the alternate patient ID represents a unique
national identifier, NH states that the alternate patient ID defines a national health service number, and
SS denotes that the alternate patient ID identifies a social security number. In case of the patient ID the
assigning authority is given in PID-3.4, whereas the alternate patient ID assigning authority is given
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in PID-3.4.1. The HL7 components PID-5.1 to PID-5.5 define the alphabetic name of the patient
indicated by the value A specified by the HL7 component PID-5. 8. The ideographic and phonetic names
of the patient are not stated. The first repetition contains the legal name indicated by a L in PID-5.7. If
the patient has a birth name there will exist a repetition with the value Bin PID-5.7.

3.5.3 HL7 PV1 Segment

The HL7 PV1 segment of an outgoing HL7 message consists of the following information:

Table 35: HL7 PV1 Segment, Outbound

Index  Description Content Optionality Repeatable
1 HL7 PV1 Segment ID 1 0
2 Patient Class ¢]
3 Assigned Patient Location 0
19.1 Visit ID R
19.4.1  Visit ID Assigning Authority Namespace ID 0
19.4.2  Visit ID Assigning Authority Universal ID 0]
19.4.3  Visit ID Assigning Authority Universal ID Type 0
50.1 Alternate Visit ID 0
50.4 Alternate Visit ID Assigning Authority 0
51.1 Visit Indicator \ R

The assigning authority of the visit ID (alternate visit ID) is specified by the HL7 component PV1-19.
4 (PV1-50.4). The HL7 component PV1-51.1 specifies the value V to indicate that the information
provided by the HL7 PV1 segment are dedicated to the visit level (note that syngo.share does not support
visits related to the account level).

3.5.4 HL7 ORC Segment

The HL7 ORC segment of an outgoing HL7 message consists of the following information:

Table 36: HL7 ORC Segment, Outbound

Index  Description Content Optionality Repeatable
1 Order Control Code oP R
2.1 Placer Order Number C
2.2 Placer Order Number Assigning Authority Namespace ID C
2.3 Placer Order Number Assigning Authority Universal ID C
2.4 Placer Order Number Assigning Authority Universal ID Type C
3.1 Filler Order Number C
3.2 Filler Order Number Assigning Authority Namespace ID C
3.3 Filler Order Number Assigning Authority Universal ID C
3.4 Filler Order Number Assigning Authority Universal ID Type C
5 Order Status (0]

The HL7 components ORC-2.1 and ORC- 3.1 define the placer order number and filler order number of
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the order that is associated with the referenced DICOM Study, generic container, or generic file. Since
syngo.share needs at least one of the two IDs to store an order, it is guaranteed that at least one of the
two HL7 components is specified. In ORC-2.2 to ORC-2.4 and ORC-3.2 to ORC-3.4 the assigning
authorities of the placer order number and the filler order number are specified. The assigning authority
information is only present if the corresponding ID exists. Note that the HL7 components ORC-2.1to O
RC-2.4 and ORC-3.1 to ORC- 3. 4 specify the same values as the HL7 components 0BR-2.1 to OBR-2
.4 and OBR-3.1 to OBR-3.4.

3.5.5 HL7 OBR Segment

The HL7 OBR segment of an outgoing HL7 message consists of the following information:

Table 37: HL7 OBR Segment, Outbound

Index Description Content Optionality Repeatable
1 HL7 OBR Segment ID 1 R
2.1 Placer Order Number C
2.2 Placer Order Number Assigning Authority Namespace ID C
2.3 Placer Order Number Assigning Authority Universal ID C
2.4 Placer Order Number Assigning Authority Universal ID Type C
3.1 Filler Order Number (@
3.2 Filler Order Number Assigning Authority Namespace ID C
3.3 Filler Order Number Assigning Authority Universal ID C
3.4 Filler Order Number Assigning Authority Universal ID Type C
4.1 Universal Service ID C
4.2 Universal Service Description 0
7 Observation Creation Timestamp 0
18 Accession Number R
19 Requested Procedure ID C
22 Observation Insertion Timestamp R
24 Practice Setting Code C
25 Result Status R
31 Reason For Study 0
47 Filler Supplemental Service Information 0 yes

The HL7 components OBR-2.1 and OBR- 3.1 define the placer order number and filler order number of
the order that is associated with the referenced DICOM Study, generic container, or generic file. Since
syngo.share needs at least one of the two IDs to store an order, it is guaranteed that at least one of the
two HL7 components is specified if an appropriate order exists. Otherwise both HL7 components are left
empty. Likewise the HL7 components OBR-4.1 and OBR-19 are specified if and only if the referenced
DICOM Study, generic container, or generic file is associated with an order. In OBC-2.2 to 0BC-2.4 and
0BC-3.2 to OBC-3.4 the assigning authorities of the placer order number and the filler order number
are specified. The assigning authority information is only present if the corresponding ID exists. If a
generic file is routed via a HL7 MDM message the HL7 field 0BR-24 defines the practice setting code of
the generic file. It is guaranteed that the practice setting code is specified whenever the generic file is
registered in an affinity domain. The HL7 field 0BR-25 is used to indicate the status of the referenced
DICOM Study, generic container, or generic file. If the object has been deleted a D is specified. Otherwise
OBR-25 contains the value F. The reason for study is given in OBR-31. Finally, in case of a DICOM
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Study all distinct values of the DICOM Series level tag Manufacturer's Model Name (0008,1090)
are transmitted via repetitions of OBR-47 (Filler Supplemental Service Information). Per repetition the
corresponding DICOM tag keyword ManufacturerModelName is given in OBR-47.1 as an identifier
and the actual name is given in OBR-47.2. Note that the HL7 components and HL7 fields OBR-2.1, OB
R-3.1, OBR-7, and OBR- 25 specify the same values as the HL7 components and HL7 fields ORC-2.1, 0
RC-3.1, 0BX-14, and OBX-11.

3.5.6 HL7 TXA Segment

The HL7 TXA segment of an outgoing HL7 MDM message consists of the following information:

Table 38: HL7 TXA Segment, Outbound

Index  Description Content Optionality Repeatable
1 HL7 TXA Segment ID 1 R
2 Generic File Type C
3 Generic File Content Presentation C
6 Generic File Creation Timestamp C
9 Generic File Originator C
12.1 Generic File ID R
16 Generic Filename R
17 Generic File Completion Status 0
18 Generic File Confidentiality Status C
22 Generic File Authenticator C
241 Generic Container ID R
24.2 Generic Container Description ¢]
24.3 Generic Container Coding System ID R
25 Generic File Description C

The information stated by the HL7 fields TXA-2, TXA-3, TXA-9, TXA-18, and TXA-22 define the type,
content, originator, confidentiality status, and authenticator of the generic file addressed by the HL7 TXA
segment. Note that syngo.share uses this information as class code, format code, author, healthcare
facility type code, institution, confidentiality code, and authenticator if a generic file is registered in an
affinity domain (see Section and the IHE IT Infrastructure Technical Framework for further informa-
tion). For this reason, the mentioned HL7 components and HL7 fields are specified whenever the HL7 TXA
segment refers to a generic file which has been registered in an affinity domain. The same rule applies to
the HL7 field TXA-6 — it is guaranteed that TXA-6 specifies the creation timestamp of the generic file if
it has been registered in an affinity domain. The HL7 component TXA-12.1 defines the ID of the given
generic file which should be used together with the application ID, specified by the HL7 component M
SH-3.1, to identify it uniquely. The name of the referenced generic file (inclusive its file extension) is
specified by the HL7 field TXA-16. The HL7 components TXA-24.1 and TXA-24. 3 define the generic
container ID and coding system ID of the generic container which contains the generic file. Finally, the
HL7 field TXA-25 specifies the description of the generic file. It is present whenever the information of
the HL7 TXA segment refers to a generic file which has been registered in an affinity domain. Note that
the HL7 field TXA-6 specifies the same value as the HL7 fields OBR-7 and OBX-14.
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3.5.7 HL7 OBX Segment

The information provided by a HL7 OBX segment as well as the structure of a HL7 OBX segment depend
on the type of the object or observation that is addressed by the HL7 OBX segment. Within syngo.share
HL7 OBX segments are used in combination with HL7 MDM messages to route generic files or within HL7
ORU messages to send reference pointers linking to DICOM Studies or generic containers to third-party
systems. In the former case the HL7 OBX segment of an outgoing HL7 MDM message consists of the
following information:

Table 39: HL7 OBX Segment, Outbound

Index  Description Content Optionality Repeatable
1 HL7 OBX Segment ID 1 R
2 Value Type R
3.1 Generic File ID R
3.2 Generic File Description 0
3.3 Generic File System ID R
3.4 Generic Container ID R
3.5 Generic Container Description 0
3.6 Generic Container Coding System ID 0
4 HL7 OBX Segment Sub-ID 1 R
5 Value R
8 Generic File Interpretation Code C
11 Generic File Result Status F R
14 Generic File Creation Timestamp 0

The HL7 components 0BX-3.1 and OBX-3. 3 specify the original IDs of the addressed generic file which
are used by syngo.share to identify it uniquely. It is guaranteed that the combination of both IDs occurs
exactly once. The HL7 components OBX-3.4 and OBX-3.6 identify the generic container which con-
sists of the referenced generic file. Remember that generic containers are used by syngo.share to group
generic files. Hence the combination of both IDs need not be unique (see Section for further infor-
mation). To be able to interpret the HL7 field OBX-5 it is necessary to evaluate the HL7 field OBX-2. If O
BX -2 specifies the value ED the binary data of the generic file is encapsulated in the HL7 MDM message.
In this particular case the HL7 field 0BX-5 possesses the following structure:

Table 40: HL7 OBX-5 Field (Binary Data), Outbound

Index  Description Content  Optionality
5.2 Mime Type R
5.3 Mime Subtype ¢
5.4 Encoding Base64 R
5.5 Binary Data R

Note that syngo.share encodes the binary data of a generic file as a Base64 string. Hence the HL7 com-
ponent OBX-5.4 always specifies the value Base64. If the HL7 field OBX-2 specifies the value RP the
binary data of the generic file is referenced using an UNC-path. To this end OBX-5 consists of the follow-
ing information:
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Table 41: HL7 OBX-5 Field (UNC-Path), Outbound

Index  Description Content  Optionality

5.1 UNC-Path R
5.3 Mime Type
5.4 Mime Subtype 0

Finally, the HL7 field OBX- 8 defines an interpretation code. Note that syngo.share uses the interpretation
code of a generic file as content type code if it is registered in an affinity domain (see Section and
the IHE IT Infrastructure Technical Framework for further information). For this reason, the HL7 field
is specified whenever the information of the HL7 OBX segment refers to a generic file which has been
registered in an affinity domain. Note that the HL7 field 0BX-11 defines the same value as the HL7 field
OBR-25 and the HL7 field 0BX-14 specifies the same value as the HL7 fields OBR-7 and TXA-6.

If a HL7 OBX segment is used within an outgoing HL7 ORU message which inserts, updates, or deletes a
reference pointer of a document (DICOM Study or generic container) it consists of the following informa-
tion:

Table 42: HL7 OBX Segment (HL7 ORU Message), Outbound

Index  Description Content Optionality Repeatable
1 HL7 OBX Segment ID 1 R
2 Value Type RP R
3.1 Document Instance UID R
3.2 Document Description 0
3.4 Document ID R
4 HL7 OBX Segment Sub-ID 1 R
5.1 Reference Pointer R
5.3 Generic File IDs 0
5.5 Document Instance Number R
8.1 Document Composition R
11 Document Result Status R
14 Document Creation Timestamp 0
15.1 Organizational Unit Name R
15.2 Organizational Unit Description R
15.4 Alternate Organizational Unit Name 0
15.5 Alternate Organizational Unit Description 0

The HL7 component OBX-3. 1 specifies the UID of the referenced document that is used by syngo.share
to identify it uniquely. If the document represents a DICOM Study the UID is identical to the Study In-
stance UID. In case of a generic container, it specifies an internal UID generated by syngo.share. The HL7
component 0BX-3. 4 specifies an alternate ID of the referenced document which is internally used by
syngo.share to identify the document uniquely. The HL7 subcomponents of the HL7 component OBX-5.
3 specify the generic file IDs of the generic files that belong to the referenced document if the document
represents a generic container. Otherwise the HL7 component is left empty. Note that the generic file IDs
have been generated by the third-party systems which have archived the generic files. The HL7 compo-
nent 0BX-5.5 defines the number of DICOM Images in case of a DICOM Study and the number of generic
files otherwise. Next the HL7 component OBX-8.1 is used to define some interpretation codes. In case
of a DICOM Study the modalities of the DICOM Series are listed. If the reference pointer is concerned with
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a generic container the file extensions of all associated generic files are specified. Finally, the HL7 field O
BX-11 is used to differ between HL7 ORU messages which insert or update reference pointers and HL7
ORU messages which delete reference pointers. In the former case 0BX-11 contains a F whereas in the
latter case a D is specified. Note that the HL7 fields OBX-11 and OBX-14 specify the same values as the
HL7 fields OBR-25 and OBR-7.

3.5.8 HL7 QRD Segment

The structure of the query description provided in an HL7 QRD segment depends slightly on the chosen
trigger event type. In case of a QRY A19 message, the segment of an outgoing message has the following
structure:

Table 43: HL7 QRD Segment (HL7 QRY A19 Message), Outbound

Index  Description Content Optionality Repeatable
1 Query Date/Time R
2 Query Format Code D R
3 Query Priority I R
4 Query ID R
7.1 Quantity Limited Request 1 R
7.2 Quantity Limited Request Unit RD R
8 Visit ID 0
9 What Subject Filter APN R

In case of a QRY Q01 message, the structure shows up as follows:

Table 44: HL7 QRD Segment (HL7 QRY Q01 Message), Outbound

Index  Description Content Optionality Repeatable
1 Query Date/Time R
2 Query Format Code R R
3 Query Priority I R
4 Query ID R
7.1 Quantity Limited Request 30 R
7.2 Quantity Limited Request Unit RD R
8.2 Visit ID 0
9 What Subject Filter APA R
10 What Department Data Code ALL R
12 Query Results Level T 0]

For both structurs, the generation time of the outgoing message is used for the Query Date/Time QRD -
1. The ID given in QRD-4 corresponds to the one of MSH-10.

3.5.9 HL7 MSA Segment

The HL7 MSA segment of an outgoing HL7 application acknowledgment message consists of the following
information:
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Table 45: HL7 MSA Segment, Outbound

Index  Description Content Optionality Repeatable
1 Acknowledgment Code R
2 HL7 Message Control ID R

The HL7 component MSA-1 defines the status of the processed HL7 message. If the HL7 message has
been processed successfully the value AA is stated. If an error occurred the value AR is specified. The HL7
field MSA-2 defines the control ID of the acknowledged HL7 message.
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4 Country-specific Requirements

syngo.share can meet the legal requirements of a given country, and can do this in compliance with the
IHE Technical Framework. syngo.share applies country-specific changes to HL7 communication at the
tenant level i.e. according to the country set in the tenant settings. The following chapter describes how
syngo.share handles specific countries.

4.1 France

French Law mandates special requirements for HL7 communication. See the IHE Technical Framework
National Extensions chapter for details. To fulfil these requirements, syngo.share VNA can automatically
modify transmissions. Care has been taken to ensure that these implicit modifications will be applied at
the correct point in the chain of events to ensure that forbidden data is never archived or transmitted.

4.1.1 Inbound Interface

When receiving transmissions, the following HL7 field values will be emptied automatically:
* Patient Race PID-10, NK1-35
¢ Patient Religion PID-17, NK1-25
 Patient Ethnic group PID-22, NK1-28

4.1.2 Outbound Interface

When sending transmissions, the following header information will be added to indicate that they con-
form to French Law:

MSH-12.2
MSH-12.3

"ERA"
"o g

The following fields will be emptied automatically:
* Patient Race PID-10, NK1-35
 Patient Religion PID-17, NK1-25
* Patient Ethnic group PID-22, NK1-28
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A Example Workflows

A.1 Ordering of DICOM Studies

One of the major tasks of syngo.share is the archiving of DICOM Images. To guarantee the integrity and
consistency of the stored DICOM Images syngo.share fulfills all requirements of the IHE profiles Sched-
uled Workflow, Patient Information Reconciliation, and Scheduled Workflow.b. In this context, the HL7
inbound interface is responsible for a correct and continuous actualization and propagation of patient,
visit, and order information, as illustrated in Figure 1.

Figure 1: Ordering Workflow

HIS RIS

insert patient/visit
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To ensure that stored patient and visit information are up to date syngo.share receives HL7 ADT mes-
sages. In contrast, HL7 OMI or HL7 ORM messages are sent to syngo.share to ensure that the ordering
information of DICOM Images are updated and DICOM Images are associated with the intended patients.
Usually, patients and visits are administrated by a HIS whereas orders are managed by a RIS. To allow a
fine grained modification of patient, visit and order information, various kinds of HL7 ADT, HL7 OMI, and
HL7 ORM messages are supported. In the following these HL7 messages are illustrated with help of a
typical patient encounter which reflects the registration of a patient, the performance of an order, and
the update and deletion of order, visit, and patient information.

If a patient arrives at a healthcare facility, the personal data of the patient are stored and forwarded to
syngo.share. To this end a HL7 ADT A04 message, similar to the one shown in Example 1 is sent to
syngo.share. To medicate the arrived patient it might be necessary to create DICOM Images of a specific
part of the patients body. To schedule the creation of the necessary DICOM Images, the HIS instructs the
RIS to schedule an appropriate order. The information of the created order are propagated to syngo.share
by a HL7 OMI 023 or HL7 ORM 001 message as shown in Examples 2 and 3. In between the order is
processed by a modality which sends the created DICOM Images to syngo.share. In case that order in-
formation changes during the creation of the DICOM Images or after the completion of the order, the
RIS updates the transmitted order information by sending an HL7 OMI 023 or HL7 ORM 001 message as
shown in Examples 4 and 5. To ensure that the order information of the archived DICOM Images (acces-
sion number, referring physician, DICOM Study description, and requested procedure ID) are updated by
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syngo.share too, the metadata update has to be activated. During the further medication of the patient it
might happen that patient and visit information are completed or corrected. If personal data is modified,
the HIS informs syngo.share about the conducted changes by sending a HL7 ADT AO8 message similar to
the one shown in Example 6. If the identification of the patient or visit changes because

1. the patient ID (visit ID) is replaced by another patient ID (visit ID),
2. the visit is moved to another patient, or
3. the patient (visit) is merged with another patient (visit)

the HIS sends

1. a HL7 ADT A47 message as illustrated by Example 7 (a HL7 ADT A50 message as shown in Exam-
ple 8),

2. a HL7 ADT A45 message as defined in Example 9, or a

3. a HL7 ADT A40 message as specified by Example 10 (a HL7 ADT A42 messages as stated by Exam-
ple 11).

to syngo.share. Note that all those changes also affect the metadata of the DICOM Images which are
associated with the manipulated patient and visit. In case that an order, visit, or patient has been created
by mistake it can be deleted. In the former case the RIS sends a HL7 OMI 023 or HL7 ORM 001 message
to syngo.share. HL7 messages of this kind are illustrated in Examples and 13. If a visit or patient
is deleted by the HIS, an appropriate HL7 ADT A23 or HL7 ADT A29 message as shown in Examples
and 15 is sent to syngo.share.

Example 1:
The following HL7 ADT AO1 message inserts a patient with patient ID patientId and a visit with visit

IDvisitId.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
|receivingFacility|20000102030405.1234| | ADTAAQ4NADT_AG1|1|P|2.8.1
[11]]|UNICODE UTF-8

PID|1| |patientIdAArassigningAuthorityAPI~patientSsnAANassigningAuthority
ASS| | lastNameAfirstNameAmiddleNameAsuffixAprefixAAAA
|mothersMaidenLastNameAmothersMaidenFirstNameAmothersMaidenMiddleName
AmothersMaidenSuffixAmothersMaidenPrefixAAAA|20000102030405.1234
|M| |raceAraceDescription|patientStreetApatientCity/ApatientState/r1234

ApatientCountry| ||| |MAMarried|CHRAChristian|accountNumberAA
AassigningAuthority]| ||| |birthPlace|Y|1|Araustrian|profession
AprofessionDescription]| ||| ]|]|]|]]]]|]|APRNACPApatientCommunicationAddress

NOO43/N0512A89059NAAN+4351289059
NK1|1|nextKinLastNameAnextKinFirstNameAnextKinMiddleName~rnextKinSuffix
AnextKinPrefixAAAA|PARAparent [nextKinStreetAAnextKinCity/AnextKinState
A1234nnextkinCountry [[[[[LLLCCEEEEEEEETEEEETTTTTTTTTTT T [ APRNACP
AnextKinCommunicationAddress/A0043/0512A89060NNAN+4351289060
PV1|1|IAinpatient|AroomAbedAfacility| | |ApriorRoom/ApriorBed/ApriorFacility
|attendingDoctor”attendingDoctorLastNamefrattendingDoctorFirstName
NattendingDoctorMiddleName/rattendingDoctorSuffixfattendingDoctorPrefix
AAANNANANA | referringDoctorAreferringDoctorLastName
AreferringDoctorFirstName/AreferringDoctorMiddleName
AreferringDoctorSuffixAreferringDoctorPrefixAAAAAAAANA| | MED
AmedicalService |/ temporaryRoomAtemporaryBed/AtemporaryFacility] || |A4
Adisoriented|vipIndicatorAvipIndicatorDescription|admittingDoctor
NadmittingDoctorLastNameradmittingDoctorFirstName
AadmittingDoctorMiddleNameradmittingDoctorSuffixAadmittingDoctorPrefix
ANNNANAAAA| | visitIdArrassigningAuthordty [ [[[[TTTTTTTTTTTT]]
|servicingFacilityAservicingFacilityDescription] |||
| 20000102030405.1234| | | | | |alternateVisitIdAArassigningAuthority |V
ROL| |LI|CP|consultingDoctorAconsultingDoctorLastName
AconsultingDoctorFirstNameAconsultingDoctorMiddleName
AconsultingDoctorSuffixAconsultingDoctorPrefixAAAAAAANAA
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GT1|1| |guarantorLastNameAguarantorFirstNameAguarantorMiddleName
AguarantorSuffixAguarantorPrefixAAAA| |guarantorStreetAguarantorCity
AguarantorStatenri1234AguarantorCountry|||19900102030405.1234 | |
|guarantorSsn| | | |guarantorEmployerLastNamefrguarantorEmployerFirstName
AguarantorEmployerMiddleNameArguarantorEmployerSuffix
AguarantorEmployerPrefixAAAA|guarantorEmployerStreet/
AguarantorEmployerCityAguarantorEmployerStaten1234
AguarantorEmployerCountry

Example 2:

The following HL7 OMI 023 message inserts an order with placer order number placerOrderNumb
er and filler order number fillerOrderNumber. Itis scheduled for a patient with patient ID patie
ntId during a visit with visit ID visitId and consists of a requested procedure with Study Instance
UD1.2.3.4.5.6.7.8.9 and requested procedure ID requestedProcedureId. The requested
procedure in turn consists of a single scheduled procedure step with scheduled procedure step ID sch
eduledProcedureStepId.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
|receivingFacility|20000102030405.1234 | |OMIA023A0MI_023|1|P|2.8.1] || ]|
|UNICODE UTF-8

PID|...

NK1]|...

PV1|...

ROL|...

GT1|...

ORC |NW|placerOrderNumber|fillerOrderNumber||SC|| || |enterer
NentererLastNamefentererFirstNamefentererMiddleNamerentererSuffix
NentererPrefixAAANANAAA] |provider/AproviderLastNameAproviderFirstName
AproviderMiddleName/AproviderSuffixAproviderPrefixAAAAANAANA|
AMAfacility | APRNACPAcallBackCommunicationAddressA0043A0512A89059ANAN
N+4351289059| |controlCodeReasonId/AcontrolCodeReasonDescription
|enteringOrganizationIdfenteringOrganizationDescription] | |
| facilityNameAfacilityNameTypeCode

TQ1l|1|quantity| || |duration|20000102030405.1234| |priority

OBR|1|placerOrderNumber|fillerOrderNumber |universalServiceld
AuniversalServiceDescription| ||| ||| |dangerCodeIdAdangerCodeDescription
|relevantClinicalInformationIdArelevantClinicalInformationDescription|
| specimenSourceNameAspecimenSourceDescription|provider
AproviderLastNameAproviderFirstNameAproviderMiddleNameAproviderSuffix
AproviderPrefixAAAAAAAANA|APRNACPAcallBackCommunicationAddress/A0043
AQ512A89059/AAAA+4351289059 | | ||| ||| ||| ]transportationMode
| reasonForStudyIdAreasonForStudyDescription| | |technician
&technicianLastName&technicianFirstName&technicianMiddleName
&technicianSuffix&technicianPrefix|||]|]||||]||procedureCodeld
AprocedureCodeDescriptionAAArequestedProcedureDescription

IPC|accessionNumber |requestedProcedureId|1.2.3.4.5.6.7.8.9
| scheduledProcedureStepId|CT|protocolCoderprotocolDescriptionAn
AscheduledProcedureStepDescription]| | |aet

Note that the HL7 PID, HL7 NK1, HL7 PV1, HL7 ROL, and HL7 GT1 segments are identical to the ones
defined in Example

Example 3:

The following HL7 ORM 001 message inserts an order with placer order number placerOrderNum
ber and filler order number fillerOrderNumber. Itis scheduled for a patient with patient ID pati
entId during a visit with visit ID visitId and consists of a requested procedure with Study Instance
UD1.2.3.4.5.6.7.8.9 and requested procedure ID requestedProcedureId. The requested
procedure in turn consists of a single scheduled procedure step with scheduled procedure step ID sch
eduledProcedureStepId.
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MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
| receivingFacility|20000102030405.1234| | ORMAOOLIAORM_001|1|P|2.8.1]|| |||
|UNICODE UTF-8

PID|...

NK1]|...

PV1]|...

ROL|...

GT1]|...

ORC |NW|placerOrderNumber |fillerOrderNumber | |SC||quantityAinterval
Adurationn20000102030405.1234AApriority| | [entererfentererLastName
NentererFirstName/fentererMiddleNamefentererSuffixfentererPrefixAAAAAAA
AAA| |providerAproviderLastNameAproviderFirstNameAproviderMiddleName
AproviderSuffix/AproviderPrefiXAAAAAAAANA|AAAFacility | APRNACP
AcallBackCommunicationAddressA@043A0512A89059AAAAN+4351289059 |
|controlCodeReasonIdAcontrolCodeReasonDescription
|enteringOrganizationIdfenteringOrganizationDescription] | |
| facilityNameAfacilityNameTypeCode

OBR|1|placerOrderNumber|fillerOrderNumber |universalServiceld
AuniversalServiceDescriptionAAprotocolCode/AprotocolDescriptionAAAAA
AscheduledProcedureStepDescription| ||| ||| |dangerCodeId
AdangerCodeDescription|relevantClinicalInformationId
ArelevantClinicalInformationDescription| |specimenSourceName
AspecimenSourceDescription|provider/AproviderLastName/AproviderFirstName
AproviderMiddleName/AproviderSuffixAproviderPrefixAAAAAAAANA| APRNACP
AcallBackCommunicationAddressA0043/0512A89059AAAAN+4351289059
|accessionNumber |requestedProcedureId|scheduledProcedureStepId|aet] |
|CT| | |quantityAintervalAduration/20000102030405.1234AA\priority]| |
| transportationMode |reasonForStudyIdAreasonForStudyDescription] |
| technician&technicianLastName&technicianFirstName
&technicianMiddleName&technicianSuffix&technicianPrefix| ||| ]|]]]]|
|procedureCodeIdAprocedureCodeDescriptionAn
ArequestedProcedureDescription

ZDS|1.2.3.4.5.6.7.8.9

Note that the HL7 PID, HL7 NK1, HL7 PV1, HL7 ROL, and HL7 GT1 segments are identical to the ones
defined in Example

Example 4:

The following HL7 OMI 023 message updates an order with placer order number placerOrderNum
ber and filler order number fillerOrderNumber, a requested procedure with Study Instance UID 1

.2.3.4.5.6.7.8.9, and a scheduled procedure step with scheduled procedure step ID schedule
dProcedureSteplId.

MSH|A~\&| sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234| |OMIN023A0OMI_023|1|P|2.8.1]| |||
|UNICODE UTF-8

PID|...

NK1]|...

PVL]|...

ROL|...

GT1]...

ORC|X0|placerOrderNumber|fillerOrderNumber||CM]| ||| |updatedEnterer
AupdatedEntererLastNameAupdatedEntererFirstName
AupdatedEntererMiddleNameArupdatedEntererSuffixAupdatedEntererPrefixAAn
AAANAAA | |updatedProviderAupdatedProviderLastName
AupdatedProviderFirstName/AupdatedProviderMiddleName
AupdatedProviderSuffixAupdatedProviderPrefixAAAAAAAANA| AN
AupdatedFacility | APRNACPAupdatedCallBackCommunicationAddress”"0043/0512
N89O59AA\AN+4351289059 | [updatedControlCodeReasonId
AupdatedControlCodeReasonDescription|updatedEnteringOrganizationId
AupdatedEnteringOrganizationDescription| || |updatedFacilityName
AupdatedFacilityNameTypeCode

TQ1l|1|updatedQuantity]| || |updatedDuration|20000102030405.1234|
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|updatedPriority

OBR|1|placerOrderNumber|fillerOrderNumber |updatedUniversalServiceId
AupdatedUniversalServiceDescription| ||| ||| |updatedDangerCodeId
AupdatedDangerCodeDescription|updatedRelevantClinicalInformationId
AupdatedRelevantClinicalInformationDescription|
|updatedSpecimenSourceNamefupdatedSpecimenSourceDescription
|updatedProviderAupdatedProviderLastNameAupdatedProviderFirstName
AupdatedProviderMiddleName/rupdatedProviderSuffixAupdatedProviderPrefix
AANNNANANA | APRNACPAupdatedCallBackCommunicationAddressA0043/0512/89059
ANAAN+4351289059| | ||| ||| ]]]]|updatedTransportationMode
|updatedReasonForStudyIdAupdatedReasonForStudyDescription] |
|updatedTechnician&updatedTechnicianLastName
&updatedTechnicianFirstName&updatedTechnicianMiddleName
&updatedTechnicianSuffix&updatedTechnicianPrefix||||]|]]]]|
|updatedProcedureCodeIdrupdatedProcedureCodeDescriptionAn
AupdatedRequestedProcedureDescription

IPC|updatedAccessionNumber |updatedRequestedProcedureId|1.2.3.4.5.6.7.8.9
| scheduledProcedureStepId|MR|updatedProtocolCode
AupdatedProtocolDescriptionAArupdatedScheduledProcedureStepDescription
| | lJupdatedAet

Note that the HL7 PID, HL7 NK1, HL7 PV1, HL7 ROL, and HL7 GT1 segments are identical to the ones
defined in Example

Example 5:

The following HL7 ORM O01 message updates an order with placer order number placerOrderNu
mber and filler order number fillerOrderNumber, a requested procedure with Study Instance UID

1.2.3.4.5.6.7.8.9, and a scheduled procedure step with scheduled procedure step ID schedul
edProcedureStepId.

MSH|A~\&| sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234| |ORMAOG1AORM_001|1|P|2.8.1]|]| ]|
|UNICODE UTF-8

PID|...

NK1]|...

PVL]|...

ROL|...

GT1]...

ORC | X0 |placerOrderNumber|fillerOrderNumber | |CM| |updatedQuantity
AupdatedIntervalfupdatedDuration/A20000102030405.1234A updatedPriority
| | lJupdatedEntererAupdatedEntererLastNamerupdatedEntererFirstName
AupdatedEntererMiddleNameArupdatedEntererSuffixAupdatedEntererPrefixAAn
AAANAAA | |updatedProviderAupdatedProviderLastName
AupdatedProviderFirstName/rupdatedProviderMiddleName
AupdatedProviderSuffixAupdatedProviderPrefixAAAAAAAAAA|AA
AupdatedFacility | APRNACPAupdatedCallBackCommunicationAddress”"0043/0512
N89O59AA\AN+4351289059 | [updatedControlCodeReasonId
AupdatedControlCodeReasonDescription|updatedEnteringOrganizationId
AupdatedEnteringOrganizationDescription]| || |updatedFacilityName
AupdatedFacilityNameTypeCode

OBR|1|placerOrderNumber |fillerOrderNumber |updatedUniversalServiceId
AupdatedUniversalServiceDescriptionArupdatedProtocolCode
AupdatedProtocolDescriptionAAAAA
AupdatedScheduledProcedureStepDescription]| ||| ||| |updatedDangerCodeId
AupdatedDangerCodeDescription|updatedRelevantClinicalInformationId
AupdatedRelevantClinicalInformationDescription|
|updatedSpecimenSourceNamerupdatedSpecimenSourceDescription
|updatedProviderAupdatedProviderLastNameAupdatedProviderFirstName
AupdatedProviderMiddleName/rupdatedProviderSuffixAupdatedProviderPrefix
AAANNANANA | APRNACPAupdatedCallBackCommunicationAddressf0043/00512A89059
ANANN+4351289059 |updatedAccessionNumber |updatedRequestedProcedureId
| scheduledProcedureStepId|updatedAet|||MR]| | |updatedQuantity
AupdatedIntervalAupdatedDuration/A20000102030405.1234AMupdatedPriority
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| | JupdatedTransportationMode |updatedReasonForStudyId
AupdatedReasonForStudyDescription]| | |updatedTechnician
&updatedTechnicianLastName&updatedTechnicianFirstName
&updatedTechnicianMiddleName&updatedTechnicianSuffix
&updatedTechnicianPrefix| ||| ]| ]| || |updatedProcedureCodeId
AupdatedProcedureCodeDescriptionAA
AupdatedRequestedProcedureDescription
ZDS|1.2.3.4.5.6.7.8.9

Note that the HL7 PID, HL7 NK1, HL7 PV1, HL7 ROL, and HL7 GT1 segments are identical to the ones

defined in Example

Example 6:

The following HL7 ADT AO8 message updates a patient with patient ID patientId and a visit with

visit ID visitId.

MSH|A~\&|sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234| | ADTAAGSAADT_AGL|1|P|2.8.1| |||
| UNICODE UTF-8

PID|1| |patientIdArrassigningAuthorityAPI~updatedPatientSsnAA
AupdatedAssigningAuthorityASS| |updatedLastNameAupdatedFirstName
AupdatedMiddleName/rupdatedSuffixAupdatedPrefixAAAA
|updatedMothersMaidenLastNameAupdatedMothersMaidenFirstName
AupdatedMothersMaidenMiddleNameAupdatedMothersMaidenSuffix
AupdatedMothersMaidenPrefixAAAA|20000102030405.1234|M| |updatedRace
AupdatedRaceDescription|updatedPatientStreetAMupdatedPatientCity
AupdatedPatientStateArl1234/rupdatedPatientCountry]| ||| |MAMarried|CHR
AChristian|updatedAccountNumberAAArupdatedAssigningAuthority| |||
|updatedBirthPlace|Y|1|Araustrian|updatedProfession
AupdatedProfessionDescription| ||| ]|||||]]]|]|~APRNACP
AupdatedPatientCommunicationAddressfr0043A0512A89059AAA\AA+4351289059

NK1|1|updatedNextKinLastNamerupdatedNextKinFirstName
AupdatedNextKinMiddleNameArupdatedNextKinSuffixAupdatedNextKinPrefixAA
AA|PARAparent |updatedNextKinStreetAAupdatedNextKinCity
AupdatedNextKinStateA1234AupdatedNextKinCountry || |11 TILLLLITTT
[1111ETT] ] |*"PRNACPAUpdatedNextKinCommunicationAddressA0043A0512
A8906ONNNAA+4351289060

PV1|1|IAinpatient |AupdatedRoomrupdatedBed/rupdatedFacility] | |
AupdatedPriorRoomrupdatedPriorBedAupdatedPriorFacility
|updatedAttendingDoctorAupdatedAttendingDoctorLastName
AupdatedAttendingDoctorFirstNameAupdatedAttendingDoctorMiddleName
AupdatedAttendingDoctorSuffixAupdatedAttendingDoctorPrefixAAAAAANNNA
|updatedReferringDoctorAupdatedReferringDoctorLastName
AupdatedReferringDoctorFirstNameAupdatedReferringDoctorMiddleName
AupdatedReferringDoctorSuffixAupdatedReferringDoctorPrefixAAAAAAANAA |
|MED~AmedicalService|AupdatedTemporaryRoomrupdatedTemporaryBed
AupdatedTemporaryFacility| || |A4Adisoriented|updatedVipIndicator
AupdatedVipIndicatorDescription|updatedAdmittingDoctor
AupdatedAdmittingDoctorLastNameAupdatedAdmittingDoctorFirstName
AupdatedAdmittingDoctorMiddleNamerupdatedAdmittingDoctorSuffix
AupdatedAdmittingDoctorPrefiXAAAAAAAAAA| |visitIdANNassigningAuthority
FEEEEEEEEEETTTTET Dl JupdatedServicingFacility
AupdatedServicingFacilityDescription| ||| ]|20000102030405.1234|| |||
|updatedAlternateVisitIdAAAupdatedAssigningAuthority |V

ROL| |LI|CP|updatedConsultingDoctorAupdatedConsultingDoctorLastName
AupdatedConsultingDoctorFirstNameAupdatedConsultingDoctorMiddleName
AupdatedConsultingDoctorSuffixAupdatedConsultingDoctorPrefixAAAAANANAA

GT1|1| |updatedGuarantorLastNamerupdatedGuarantorFirstName
AupdatedGuarantorMiddleName/AupdatedGuarantorSuffix
AupdatedGuarantorPrefixAAAA| |updatedGuarantorStreetn
AupdatedGuarantorCityAupdatedGuarantorStatenr1234
AupdatedGuarantorCountry|||19900102030405.1234| | | |lupdatedGuarantorSsn|
| | lJupdatedGuarantorEmployerLastNameArupdatedGuarantorEmployerFirstName
AupdatedGuarantorEmployerMiddleNameAupdatedGuarantorEmployerSuffix
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AupdatedGuarantorEmployerPrefixAAAA|updatedGuarantorEmployerStreetn
AupdatedGuarantorEmployerCityfrupdatedGuarantorEmployerStaten1234
AupdatedGuarantorEmployerCountry

Example 7:

The following HL7 ADT A47 message updates the patient ID of a patient. The prior patient ID patien
tIdis defined by the HL7 MRG segment whereas the new patient ID updatedPatientId is defined
by the HL7 PID segment.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
|receivingFacility|20000102030405.1234 | | ADTAA47AADT_A44|1|P|2.8.1] || ]|
|UNICODE UTF-8

PID|1| |updatedPatientIdAAAupdatedAssigningAuthorityAPI~updatedPatientSsnA
AupdatedAssigningAuthorityASS| |updatedLastNameAupdatedFirstName
AupdatedMiddleName/rupdatedSuffixAupdatedPrefixAAAA
|updatedMothersMaidenLastNamerupdatedMothersMaidenFirstName
AupdatedMothersMaidenMiddleNameAupdatedMothersMaidenSuffix
AupdatedMothersMaidenPrefixAAAA|20000102030405.1234|M| |updatedRace
AupdatedRaceDescription|updatedPatientStreetMupdatedPatientCity
AupdatedPatientStater1234/AupdatedPatientCountry| ||| |MAMarried|CHR
AChristian|updatedAccountNumberAArupdatedAssigningAuthority| |||
|updatedBirthPlace|Y|1|Araustrian|updatedProfession
AupdatedProfessionDescription| ||| ]|||||]]]|]|~*PRNACP
AupdatedPatientCommunicationAddress/A@043/0512A89059AAAAN+4351289059

MRG|patientIdArassigningAuthority/API

NK1]|...

GT1]|...

Note that the HL7 NK1 and HL7 GT1 segments are identical to the ones defined in Example

Example 8:

The following HL7 ADT A50 message updates the visit ID of a visit. The prior visit ID visitId is
defined by the HL7 MRG segment whereas the new visit ID updatedVisitId is defined by the HL7
PV1 segment.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
| receivingFacility|20000102030405.1234| | ADTAA50AADT_A50|1|P|2.8.1| |||
|UNICODE UTF-8

PID|...

MRG| || | |[visitIdArrassigningAuthority

NK1]|...

PV1|1|IAinpatient |AupdatedRoomrupdatedBed/rupdatedFacility]| |
AupdatedPriorRoomAupdatedPriorBed/AupdatedPriorFacility
|updatedAttendingDoctorAupdatedAttendingDoctorLastName
AupdatedAttendingDoctorFirstNameAupdatedAttendingDoctorMiddleName
AupdatedAttendingDoctorSuffixAupdatedAttendingDoctorPrefixAAAAAAANAA
|updatedReferringDoctorAupdatedReferringDoctorLastName
AupdatedReferringDoctorFirstNameAupdatedReferringDoctorMiddleName
AupdatedReferringDoctorSuffixAupdatedReferringDoctorPrefixAAAAAANANA|
|MEDAmedicalService|AupdatedTemporaryRoomrupdatedTemporaryBed
AupdatedTemporaryFacility| || |A4Adisoriented|updatedVipIndicator
AupdatedVipIndicatorDescription|updatedAdmittingDoctor
AupdatedAdmittingDoctorLastNameAupdatedAdmittingDoctorFirstName
AupdatedAdmittingDoctorMiddleNameAupdatedAdmittingDoctorSuffix
AupdatedAdmittingDoctorPrefiXxAAAAAAAAAA| JupdatedVisitIdAA
AupdatedAssigningAuthority ||| [[|]1111I1I1I1]1]]]||updatedServicingFacility
AupdatedServicingFacilityDescription| ||| ]|20000102030405.1234|| |||
|updatedAlternateVisitIdAAAupdatedAssigningAuthority |V

ROL| |LI|CP|updatedConsultingDoctorAupdatedConsultingDoctorlLastName
AupdatedConsultingDoctorFirstNameAupdatedConsultingDoctorMiddleName
AupdatedConsultingDoctorSuffixAupdatedConsultingDoctorPrefixAAAAANANAA

GT1|...
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Note that the HL7 PID, HL7 NK1, and HL7 GT1 segments are identical to the ones defined in Example

Example 9:

The following HL7 ADT A45 moves a visit with visit ID updatedVisitID to a patient with patient ID
differentPatientId.

MSH|A~\&|sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234 | | ADTAA45AADT_A45|1|P|2.8.1] || ]|
|UNICODE UTF-8

PID|1| |differentPatientIdAAAdifferentAssigningAuthority/API
~differentPatientSsnAAdifferentAssigningAuthorityASS|
|differentLastNameArdifferentFirstNameAdifferentMiddleName
AdifferentSuffixAdifferentPrefixAArA|differentMothersMaidenLastName
AdifferentMothersMaidenFirstNameAdifferentMothersMaidenMiddleName
AdifferentMothersMaidenSuffixAdifferentMothersMaidenPrefixAAAA
|20000102030405.1234 |M| |differentRacenrdifferentRaceDescription
|differentPatientStreetArNdifferentPatientCityAdifferentPatientState
N1234ndifferentPatientCountry| ||| [MAMarried|CHRAChristian
|differentAccountNumberArrdifferentAssigningAuthority| |||
|differentBirthPlace|Y|1|Araustrian|differentProfession
NdifferentProfessionDescription| ||| |||]|]|]||[APRNACP
AdifferentPatientCommunicationAddressA0043/0512A89059AAAAN+4351289059

MRG| | | | |[updatedVisitIdAAAupdatedAssigningAuthority

NK1|1|differentNextKinLastNameAdifferentNextKinFirstName
AdifferentNextKinMiddleNameAdifferentNextKinSuffix
AdifferentNextKinPrefixAAAA|PARAparent |differentNextKinStreetA
AdifferentNextKinCityAdifferentNextKinStaten1234
AdifferentNextKinCountry | | [ [ [[[IITIECEETTETEETETTTTTEETTT T [ APRNACP
AdifferentNextKinCommunicationAddress/A0043/0512A89060ANAN+4351289060

GT1|1||differentGuarantorLastNameAdifferentGuarantorFirstName
AdifferentGuarantorMiddleNameAdifferentGuarantorSuffix
AdifferentGuarantorPrefixAAAA| |differentGuarantorStreet/
AdifferentGuarantorCityAdifferentGuarantorStatenr1234
AdifferentGuarantorCountry|||19900102030405.1234| | |
|differentGuarantorSsn| || |differentGuarantorEmployerLastName
AdifferentGuarantorEmployerFirstName
AdifferentGuarantorEmployerMiddleNameAdifferentGuarantorEmployerSuffix
AdifferentGuarantorEmployerPrefixAAAA|differentGuarantorEmployerStreet
AdifferentGuarantorEmployerCityAdifferentGuarantorEmployerStatenr1234
AdifferentGuarantorEmployerCountry

Note that the moving of the visit also entails the moving of the documents that are associated with
the visit.

Example 10:

The following HL7 ADT A40 message merges two patients. The patient ID updatedPatientId of
the invalidated patient is defined by the HL7 MRG segment whereas the patient ID differentPatie
ntId of the remaining patient is defined by the HL7 PID segment.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
|receivingFacility|20000102030405.1234| | ADTAA40AADT_A39|1|P|2.8.1] ||| ]
|UNICODE UTF-8

PID]|...

MRG|updatedPatientIdAMupdatedAssigningAuthority/API

NK1]...

GT1]|...

Note that the HL7 PID, HL7 NK1, and HL7 GT1 segments are identical to the ones defined in Example



Example 11:

The following HL7 ADT A42 message merges two visits. The visit ID updatedvVisitId of the in-
validated visit is defined by the HL7 MRG segment whereas the visit ID differentVisitId of the
remaining visit is defined by the HL7 PV1 segment.

MSH|A~\&|sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234 | | ADTAA42AADT_A39|1|P|2.8.1] || ]|
|UNICODE UTF-8

PID|...

MRG| | | | |[updatedVisitIdAAAupdatedAssigningAuthority

NK1]|...

PV1|1|Inrinpatient|AdifferentRoomAdifferentBedAdifferentFacility]| ||
AdifferentPriorRoomAdifferentPriorBedAdifferentPriorFacility
|differentAttendingDoctorAdifferentAttendingDoctorLastName
NdifferentAttendingDoctorFirstNameAdifferentAttendingDoctorMiddleName
AdifferentAttendingDoctorSuffixAdifferentAttendingDoctorPrefixAAAAAAAN
AA|differentReferringDoctorAdifferentReferringDoctorLastName
AdifferentReferringDoctorFirstNameAdifferentReferringDoctorMiddleName
AdifferentReferringDoctorSuffixAdifferentReferringDoctorPrefixAAAAAAAN
AA| |MEDAmedicalService |AdifferentTemporaryRoomAdifferentTemporaryBed
AdifferentTemporaryFacility| || |A4Adisoriented|differentVipIndicator
AdifferentVipIndicatorDescription|differentAdmittingDoctor
AdifferentAdmittingDoctorLastNameAdifferentAdmittingDoctorFirstName
AdifferentAdmittingDoctorMiddleNameAdifferentAdmittingDoctorSuffix
AdifferentAdmittingDoctorPrefixAAAAAAAAAA] |differentVisitIdAn
ndifferentAssigningAuthority ||| ||| ]]]]]]]
|differentServicingFacilityAdifferentServicingFacilityDescription]| |||
| 20000102030405.1234 | | | | | |differentAlternateVisitIdAA
AdifferentAssigningAuthority|V

ROL| |LI|CP|differentConsultingDoctorAdifferentConsultingDoctorLastName
AdifferentConsultingDoctorFirstName
AdifferentConsultingDoctorMiddleNameAdifferentConsultingDoctorSuffix
AdifferentConsultingDoctorPrefix AAAAAANNAA

GT1]...

Note that the HL7 PID, HL7 NK1, and HL7 GT1 segments are identical to the ones defined in Example

Example 12:

The following HL7 OMI 023 message deletes an order with placer order number placerOrderNumb
er and filler order number fillerOrderNumber, a requested procedure with Study Instance UID 1
.2.3.4.5.6.7.8.9, and a scheduled procedure step with scheduled procedure step ID schedule
dProcedureStepId.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
|receivingFacility|20000102030405.1234| |OMIN023A0OMI_023|1|P|2.8.1||||]
|UNICODE UTF-8

PID|...

NK1]|...

PV1|...

ROL|...

GT1]...

ORC|CA|placerOrderNumber|fillerOrderNumber||CA| ||| |updatedEnterer
AupdatedEntererLastNameAupdatedEntererFirstName
AupdatedEntererMiddleName/rupdatedEntererSuffixAupdatedEntererPrefixAns
AAANNAA | |updatedProviderAupdatedProviderLastName
AupdatedProviderFirstName/AupdatedProviderMiddleName
AupdatedProviderSuffixAupdatedProviderPrefixAAAAAAAAAA|AA
AupdatedFacility | APRNACPAupdatedCallBackCommunicationAddressA0043/0512
N89O59AAAAN+4351289059 | [updatedControlCodeReasonId
AupdatedControlCodeReasonDescription|updatedEnteringOrganizationId
AupdatedEnteringOrganizationDescription]| || |updatedFacilityName
AupdatedFacilityNameTypeCode

TQ1l|1|updatedQuantity]| || |updatedDuration|20000102030405.1234 |
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|updatedPriority

OBR|1|placerOrderNumber|fillerOrderNumber |updatedUniversalServiceId
AupdatedUniversalServiceDescription| ||| ||| |updatedDangerCodeId
AupdatedDangerCodeDescription|updatedRelevantClinicalInformationId
AupdatedRelevantClinicalInformationDescription|
|updatedSpecimenSourceNamefupdatedSpecimenSourceDescription
|updatedProviderAupdatedProviderLastNameAupdatedProviderFirstName
AupdatedProviderMiddleName/rupdatedProviderSuffixAupdatedProviderPrefix
AANNNANANA | APRNACPAupdatedCallBackCommunicationAddressA0043/0512/89059
ANAAN+4351289059| | ||| ||| ]]]]|updatedTransportationMode
|updatedReasonForStudyIdAupdatedReasonForStudyDescription] |
|updatedTechnician&updatedTechnicianLastName
&updatedTechnicianFirstName&updatedTechnicianMiddleName
&updatedTechnicianSuffix&updatedTechnicianPrefix||||]|]]]]|
|updatedProcedureCodeIdrupdatedProcedureCodeDescriptionAn
AupdatedRequestedProcedureDescription

IPC|updatedAccessionNumber |updatedRequestedProcedureId|1.2.3.4.5.6.7.8.9
| scheduledProcedureStepId|MR|updatedProtocolCode
AupdatedProtocolDescriptionAArupdatedScheduledProcedureStepDescription
| | lJupdatedAet

Note that the HL7 PID, HL7 NK1, HL7 PV1, HL7 ROL, and HL7 GT1 segments are identical to the ones
defined in Example

Example 13:
The following HL7 ORM 001 message deletes an order with placer order number placerOrderNum
ber and filler order number fillerOrderNumber, a requested procedure with Study Instance UID 1

.2.3.4.5.6.7.8.9, and a scheduled procedure step with scheduled procedure step ID schedule
dProcedureStepId.

MSH|A~\&| sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234| |ORMAOG1AORM_001|1|P|2.8.1]|]| ]|
|UNICODE UTF-8

PID|...

NK1]|...

PVL]|...

ROL|...

GT1]...

ORC|CA|placerOrderNumber|fillerOrderNumber | |CA| |updatedQuantity
AupdatedIntervalfupdatedDuration/A20000102030405.1234A updatedPriority
| | lJupdatedEntererAupdatedEntererLastNamerupdatedEntererFirstName
AupdatedEntererMiddleNameArupdatedEntererSuffixAupdatedEntererPrefixAAn
AAANAAA | |updatedProviderAupdatedProviderLastName
AupdatedProviderFirstName/rupdatedProviderMiddleName
AupdatedProviderSuffixAupdatedProviderPrefixAAAAAAAAAA|AA
AupdatedFacility | APRNACPAupdatedCallBackCommunicationAddress”"0043/0512
N89O59AA\AN+4351289059 | [updatedControlCodeReasonId
AupdatedControlCodeReasonDescription|updatedEnteringOrganizationId
AupdatedEnteringOrganizationDescription]| || |updatedFacilityName
AupdatedFacilityNameTypeCode

OBR|1|placerOrderNumber |fillerOrderNumber |updatedUniversalServiceId
AupdatedUniversalServiceDescriptionArupdatedProtocolCode
AupdatedProtocolDescriptionAAAAA
AupdatedScheduledProcedureStepDescription]| ||| ||| |updatedDangerCodeId
AupdatedDangerCodeDescription|updatedRelevantClinicalInformationId
AupdatedRelevantClinicalInformationDescription|
|updatedSpecimenSourceNamerupdatedSpecimenSourceDescription
|updatedProviderAupdatedProviderLastNameAupdatedProviderFirstName
AupdatedProviderMiddleName/rupdatedProviderSuffixAupdatedProviderPrefix
AAANNANANA | APRNACPAupdatedCallBackCommunicationAddressf0043/00512A89059
ANANN+4351289059 |updatedAccessionNumber |updatedRequestedProcedureId
| scheduledProcedureStepId|updatedAet|||MR]| | |updatedQuantity
AupdatedIntervalAupdatedDuration/A20000102030405.1234AMupdatedPriority
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| | JupdatedTransportationMode |updatedReasonForStudyId
AupdatedReasonForStudyDescription]| | |updatedTechnician
&updatedTechnicianLastName&updatedTechnicianFirstName
&updatedTechnicianMiddleName&updatedTechnicianSuffix
&updatedTechnicianPrefix| ||| ]| ]| || |updatedProcedureCodeId
AupdatedProcedureCodeDescriptionAA
AupdatedRequestedProcedureDescription
ZDS|1.2.3.4.5.6.7.8.9

Note that the HL7 PID, HL7 NK1, HL7 PV1, HL7 ROL, and HL7 GT1 segments are identical to the ones
defined in Example

Example 14:

The following HL7 ADT A23 message deletes a visit with visit ID differentVisitId.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
|receivingFacility|20000102030405.1234| | ADTAA23AADT_A21|1|P|2.8.1] |||
|UNICODE UTF-8

PID|...
PV1|...

Note that the deletion of the visit also entails the deletion of the documents that are associated with the
visit. Furthermore the HL7 PID and HL7 PV1 segments are identical to the ones defined in Example

Example 15:
The following HL7 ADT A29 message deletes a patient with patient ID differentPatientId.

MSH|A~\&| sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234| | ADTAA29AADT_A21|1|P|2.8.1]| |||
|UNICODE UTF-8

PID]|...

Note that the deletion of the patient also entails the deletion of all visits and documents that are as-
sociated with the patient. Furthermore the HL7 PID and HL7 PV1 segments are identical to the ones
defined in Example

A.2 Archiving of Generic Files

The HL7 interface is one of the most frequently used interfaces to deal with generic files. To insert,
update, and delete generic files various kinds of HL7 MDM and HL7 ORU messages are supported. If
generic files are routed to third-party systems, syngo.share guarantees that updates are propagated by
sending adequate HL7 MDM messages. The archiving workflow of generic files is illustrated in Figure
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Figure 2: Generic Archiving Workflow
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In the following the HL7 MDM and HL7 ORU messages used by third-party systems to insert, update, and
delete generic files as well as the HL7 MDM messages that are used by syngo.share to route and syn-
chronize generic files are illustrated with help of a typical patient encounter which reflects the creation,
update, routing, and deletion of a report.

Assume that a patient has arrived at a healthcare facility, the personal data of the patient has been stored
and forwarded to syngo.share, and an order has been scheduled by the RIS, propagated to syngo.share,
and performed by a modality in order to be able to proceed with the medication of the arrived patient.
At next the DICOM Study is analyzed by a radiologist who creates a report which is send by the RIS via
a HL7 MDM T02 or HL7 ORU RO1 message (see Examples and 17) to syngo.share to ensure that it
is archived. As soon as the report has been stored it is forwarded by syngo.share to the HIS via a HL7
MDM T02 message similar to the one of Example 18. In between it might happen that the radiologist
observes and corrects some mistakes in the report. To synchronize the changes the RIS updates the
previously transmitted generic file by sending a HL7 MDM T09, HL7 MDM T10, or HL7 ORU RO1 message
as illustrated by Examples 19, 20, 21, and 22. Once the update has been conducted, syngo.share informs
the HIS about the made changes by sending a further HL7 MDM T02 message like the one of Example
Finally, to delete a generic file after a certain amount of time, the RIS sends a specific HL7 MDM T11 or
HL7 ORU RO1 message like the ones shown in Examples 24 and 25 to syngo.share.

Example 16:

The following HL7 MDM T02 message inserts a generic file with generic file ID genericFileId and
application ID sendingApplication. The generic file is stored in a generic container with generic
container ID genericContainerId and coding system ID genericContainerCodingSystemId.
It has been created during a visit with visit ID visitId of a patient with patient ID patientId and
belongs to the organizational unit organizationalUnit. The data of the generic file is embedded
as a Base64 encoded string in the HL7 MDM T02 message.

MSH | A~\&| sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234 | [MDMATO2AMDM_T02|1|P|2.8.1]|| |||
|UNICODE UTF-8

PID|1| |patientIdArrassigningAuthorityAPI||lastNameAfirstNameAmiddleName
AsuffixAprefixAAAA| |20000102030405.1234 M

PVLIZILLLIITEEEETTE T TvisitIdArrassigningAuthordty [ [ [[[TTTITTEEETTITTE
[EEEETTEETY

OBR|1]|]]]]|20000102030405.1234||||||]|]]]||accessionNumber]| |||
|diagnosticServiceSectionIdAdiagnosticServiceSectionDisplayName
NdiagnosticServiceSectionDescritpion

TXA|1|typeIdAtypeDisplayNameArtypeCodingScheme|contentPresentationId
AcontentPresentationDisplayNameAcontentPresentationCodingScheme]| |
|20000102030405.1234| | |originator/foriginatorLastName
AoriginatorFirstNameAforiginatorMiddleName/roriginatorSuffix
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AoriginatorPrefixAAAAAAAAfacilityTypeCodeId
&facilityTypeCodeDisplayName&facilityTypeCodeCodingScheme/A] |
|genericFileId| || |genericFilename.txt|completionStatus
|confidentialityStatusIdAconfidentialityStatusDisplayName
AconfidentialityStatusCodingScheme]| || |authenticator
NauthenticatorLastNamefauthenticatorFirstNamefrauthenticatorMiddleName
NauthenticatorSuffixfauthenticatorPrefixAAAAAAANNAA |
|genericContainerIdAgenericContainerDescription
AgenericContainerCodingSystemId|genericFileDescription
OBX|1|ED| |1|AtextAplainfrBase64rRXhhbXBsZQo=| | |interpretationCodelId
AinterpretationCodeDescription| ||| ]||20000102030405.1234

Since HL7 messages are not designed to transport data of big genericfiles, itis also possible to equipped
a HL7 MDM T02 message with an UNC-path which points to the generic file that should be archived.
In this particular case the HL7 MDM T0O2 message specifies the following information:

MSH] ...

PID|...

PVL]|...

OBR] ...

TXA| ...

OBX|1|RP| |1|\E\\E\host\E\share\E\pathArapplication/pdf]| |
|interpretationCodeIdAinterpretationCodeDescription|| |||
| 20000102030405.1234

Note that the HL7 MSH, HL7 PID, HL7 PV1, HL7 OBR, and HL7 TXA segments are identical to the ones
of the previously defined HL7 MDM T02 message.

Example 17:

The following HL7 ORU RO1 message inserts a generic file with generic file ID genericFileId and
application ID sendingApplication. The generic file is stored in a generic container with generic
container ID genericContainerId and coding system ID genericContainerCodingSystemId.
It has been created during a visit with visit ID visitId of a patient with patient ID patientId and
belongs to the organizational unit organizationalUnit. The data of the generic file is embedded
as a Base64 encoded string in the HL7 ORU RO1 message.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
|receivingFacility|20000102030405.1234| |ORUARO1IAORU_RO1|1|P|2.8.1] |||
|UNICODE UTF-8

PID]|...

PV1|...

OBR|[1]|]]]]|20000102030405.1234||||F||]|]|]|]||accessionNumber||]|] |
|diagnosticServiceSectionIdAdiagnosticServiceSectionDisplayName
AdiagnosticServiceSectionDescritpion

OBX|1|ED|genericFileId~genericFileDescription/AAgenericContainerId
AgenericContainerDescription/fgenericContainerCodingSystemIdAA
AgenericFilename.txt|1|AtextAplain/ABase64/RXhhbXBszQo=]| |
|interpretationCodeIdAinterpretationCodeDescription|||F]| |
|20000102030405.1234

Note that the HL7 PID and HL7 PV1 segments are identical to the ones defined in Example 16. Since

HL7 messages are not designed to transport data of big generic files, it is also possible to equipped a

HL7 ORU RO1 message with an UNC-path which points to the generic file that should be archived. In

this particular case the HL7 ORU RO1 message specifies the following information:

MSH]| ...

PID|...

PV1]...

OBR]...

OBX|1|RP|genericFileIdAgenericFileDescriptionAAfgenericContainerId
AgenericContainerDescriptionfgenericContainerCodingSystemIdAAn
AgenericFilename.txt|1|\E\\E\host\E\share\E\pathArapplicationApdf]| |
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|interpretationCodeIdAinterpretationCodeDescription| | |F]| |
|20000102030405.1234

Note that the HL7 MSH, HL7 PID, HL7 PV1, and HL7 OBR segments are identical to the ones of the
previously defined HL7 ORU RO1 message.

Example 18:
The following HL7 MDM T02 message routes a generic file which has been archived by a third-party
system using the generic file ID genericFileId and the application ID sendingApplication. The
generic file is contained in a generic container with generic container ID genericContainerId and
coding system ID genericContainerCodingSystemId. It belongs to the organizational unit org
anizationalUnit and is associated with a visit with visit ID visitId of a patient with patient ID p
atientId. The data of the generic file is embedded as a Base64 encoded string in the HL7 MDM T02
message.
MSH|A~\&|EventServer|organizationalUnitAconfiguredSendingFacilityAL
|configuredReceivingApplication|configuredReceivingFacility
| 20000102030405.1234 | |MDMATO2AMDM_T02|1|P[2.8.1|1| ||| |UNICODE UTF-8
PID|1| |patientIdAArassigningAuthorityAPI~patientSsnAANassigningAuthority

ASS| | lastNameAfirstNameAmiddleNameAsuffixAprefixAAAA|
|20000102030405.1234 |M| | race~rraceDescription|patientStreetn

ApatientCity/ApatientStatenr1234ApatientCountry| || ||| |accountNumberAn
AassigningAuthority|| ||| ]| |Araustrian
Pvi|1|IAinpatient||[||||[[|]]]I]]]]|visitIdArrassigningAuthority|||[|]]]]]

[TIIIILEEEEEErrrTT ] lalternatevisitIdAArassigningAuthority |V
ORC|OP|placerOrderNumber|fillerOrderNumber | |CM
OBR|1|placerOrderNumber |fillerOrderNumber |universalServiceld
AuniversalServiceDescription| | [20000102030405.1234 || ||]|]]]]|
|accessionNumber | || |20000102030405.1234| |diagnosticServiceSectionId
AdiagnosticServiceSectionDisplayName
AdiagnosticServiceSectionDescritpion|F
TXA|1|typeIdAtypeDisplayNamertypeCodingScheme|contentPresentationId
AcontentPresentationDisplayName/AcontentPresentationCodingScheme| |
|20000102030405.1234| | |originator/foriginatorLastName
AoriginatorFirstName/foriginatorMiddleNameforiginatorSuffix
AoriginatorPrefixAAAAAAAAfacilityTypeCodeId
&facilityTypeCodeDisplayName&facilityTypeCodeCodingScheme/A]| |
|1.2.3.4.5]| || |genericFilename. txt|completionStatus
|confidentialityStatusIdAconfidentialityStatusDisplayName
AconfidentialityStatusCodingScheme]| || |authenticator
AauthenticatorLastNamefauthenticatorFirstNamefrauthenticatorMiddleName
NauthenticatorSuffixfauthenticatorPrefixAAAAAAANNAA |
|genericContainerIdAgenericContainerDescription
AgenericContainerCodingSystemId|genericFileDescription
OBX|1|ED|genericFileIdngenericFileDescriptionfAgenericFileSystemId
AgenericContainerIdAgenericContainerDescription
AgenericContainerCodingSystemId|1|AtextAplainABase64"RXhhbXBszQo=]| |
|interpretationCodeIdAinterpretationCodeDescription|||F]| |
| 20000102030405.1234

The information provided by the HL7 TXA segment depend on the method that has been used to archive
the generic file that should be routed. If it has been archived via a HL7 MDM T02 message, like the
one of Example 16, the information shown above are provided. If a HL7 ORU RO1 message similar to
the one of Example 17 has been used to archive the generic file the HL7 TXA segment consists of the
following information.
TXA|1]|]]]|]|20000102030405.1234||||||1.2.3.4.5]||||genericFilename.txt|F]|]| ||

| | |genericContainerIdAgenericContainerDescription
AgenericContainerCodingSystemId|genericFileDescription

Since HL7 messages are not designed to transport data of big generic files, itis also possible to equipped
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a HL7 MDM T02 message with an UNC-path which points to the generic file that should be routed. In
this particular case the HL7 MDM TO2 message specifies the following information:

MSH] . ..

PID|...

PVL|...

ORC|...

OBR]| ...

TXA| . ..

OBX|1|RP|genericFileId~genericFileDescription/AgenericFileSystemId
AgenericContainerIdAgenericContainerDescription
AgenericContainerCodingSystemId|1
| //configuredHost/configuredShare/pathAMapplicationApdf| |
|interpretationCodeIdAinterpretationCodeDescription| | |F]| |
| 20000102030405.1234

Note that the HL7 MSH, HL7 PID, HL7 PV1, HL7 ORC, HL7 OBR, and HL7 TXA segments are identical to
the ones of the previously defined HL7 MDM TO2 message.

Example 19:

The following HL7 MDM T0O9 message updates the metadata of a generic file with generic file ID gen
ericFileId and application ID sendingApplication as well as a generic container with generic
container ID genericContainerId and coding system ID genericContainerCodingSystemId.
Since only the metadata of a generic file are updated, no generic file is embedded or referenced in the
HL7 MDM T09 message.

MSH|A~\&|sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234 | |[MDMATO9AMDM_TO1|1|P|2.8.1]||]]|
|UNICODE UTF-8

PID|...

PV1]|...

OBR|1|]]]]|20000102030405.1234| ||| |||]]|]||updatedAccessionNumber ||| |
|updatedDiagnosticServiceSectionId
AupdatedDiagnosticServiceSectionDisplayName
AupdatedDiagnosticServiceSectionDescritpion

TXA|1|updatedTypeIdrupdatedTypeDisplayNameArupdatedTypeCodingScheme
|updatedContentPresentationIdfupdatedContentPresentationDisplayName
AupdatedContentPresentationCodingScheme| | | 20000102030405.1234 | |
|updatedOriginatorAupdatedOriginatorLastName
AupdatedOriginatorFirstNameAupdatedOriginatorMiddleName
AupdatedOriginatorSuffixAupdatedOriginatorPrefixAAAAAAN
AupdatedFacilityTypeCodeId&facilityTypeCodeDisplayName
&updatedFacilityTypeCodeCodingScheme/MA| | |genericFileId] | |
|updatedGenericFilename. txt|updatedCompletionStatus
|updatedConfidentialityStatusId
AupdatedConfidentialityStatusDisplayName
AupdatedConfidentialityStatusCodingScheme| | | |updatedAuthenticator
AupdatedAuthenticatorLastNameArupdatedAuthenticatorFirstName
AupdatedAuthenticatorMiddleNameAupdatedAuthenticatorSuffix
AupdatedAuthenticatorPrefiXxAAAAAAAAANA| | genericContainerId
AupdatedGenericContainerDescriptionfAgenericContainerCodingSystemId
|updatedGenericFileDescription

0BX|1|]|1] || |updatedInterpretationCodeId
AupdatedInterpretationCodeDescription|||]|]|]|20000102030405.1234

Note that the HL7 PID and HL7 PV1 segments are identical to the ones defined in Example

Example 20:

The following HL7 MDM T10 message updates a generic file with generic file ID genericFileId
and application ID sendingApplication as well as a generic container with generic container ID g
enericContainerId and coding system ID genericContainerCodingSystemId. The the new
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version of the generic file is referenced via an UNC path (it would be also possible to embed the new
version of the generic file in the HL7 MDM T10 message).

MSH|A~\&| sendingApplication|organizationalUnit |receivingApplication
|receivingFacility|20000102030405.1234 | |[MDMAT10AMDM_T02|1|P|2.8.1] || ]|
|UNICODE UTF-8

PID|...

PV1|...

OBR] ...

TXA] ...

OBX|1|RP| |1|\E\\E\host\E\share\E\updatedPathArapplication/pdf] |
|updatedInterpretationCodeIdrupdatedInterpretationCodeDescription]| || ]|
| 20000102030405.1234

Note that the HL7 PID, HL7 PV1, HL7 OBR, and HL7 TXA segments are identical to the ones defined in
Example

Example 21:

The following HL7 ORU RO1 message updates the metadata of a generic file with generic file ID gen
ericFileId and application ID sendingApplication as well as a generic container with generic
container ID genericContainerId and coding system ID genericContainerCodingSystemId.
Since only the metadata of a generic file are updated, no generic file is embedded or referenced in the
HL7 ORU RO1 message.

MSH] ...

PID|...

PVL|...

OBR|1|]]]|]|20000102030405.1234 ||| |F||]|]|]|]||updatedAccessionNumber || |||
|updatedDiagnosticServiceSectionId
AupdatedDiagnosticServiceSectionDisplayName
AupdatedDiagnosticServiceSectionDescritpion

OBX|1| |genericFileIdAupdatedGenericFileDescriptionAAgenericContainerId
AupdatedGenericContainerDescription/AgenericContainerCodingSystemIdAA
AupdatedGenericFilename.txt|1]| || |updatedInterpretationCodeId
AupdatedInterpretationCodeDescription|||F|||20000102030405.1234

Note that the HL7 MSH, HL7 PID, and HL7 PV1 segments are identical to the ones defined in Example

Example 22:

The following HL7 ORU RO1 message updates a generic file with generic file ID genericFileId and

application ID sendingApplication aswell as a generic container with generic container ID generi

cContainerId and coding system ID genericContainerCodingSystemId. The the new version

of the generic file is referenced via an UNC path (it would be also possible to embed the new version

of the generic file in the HL7 ORU RO1 message).

MSH| ...

PID|...

PVL|...

OBR| ...

OBX|1|RP|genericFileIdAupdatedGenericFileDescription/AAgenericContainerId
AupdatedGenericContainerDescription/AgenericContainerCodingSystemIdAA
AupdatedGenericFilename.txt|1|\E\\E\host\E\share\E\updatedPathA

Napplication/Apdf| | |updatedInterpretationCodeId
AupdatedInterpretationCodeDescription|||F|||20000102030405.1234

Note that the HL7 MSH, HL7 PID, HL7 PV1, and HL7 OBR segments are identical to the ones defined in
Example
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Example 23:

The following HL7 MDM TO2 message routes a generic file which has been updated by a third-party
system using the generic file ID genericFileId and the application ID sendingApplication. The
generic file is contained in a generic container with generic container ID genericContainerId and
coding system ID genericContainerCodingSystemId. It belongs to the organizational unit org
anizationalUnit and is associated with a visit with visit ID visitId of a patient with patient ID p
atientId. The data of the generic file is embedded as a Base64 encoded string in the HL7 MDM T02
message (it would be also possible to reference the new version of the generic file via an UNC-path).

MSH] . ..

PID|...

PVL|...

ORC| ...

OBR|1|placerOrderNumber |fillerOrderNumber |universalServiceld
AuniversalServiceDescription| | [20000102030405.1234 || |[]]]]]
|updatedAccessionNumber ||| |20000102030405.1234 |
|updatedDiagnosticServiceSectionId
AupdatedDiagnosticServiceSectionDisplayName
AupdatedDiagnosticServiceSectionDescritpion|F

TXA|1|updatedTypeIdrupdatedTypeDisplayNamerupdatedTypeCodingScheme
|updatedContentPresentationIdrupdatedContentPresentationDisplayName
AupdatedContentPresentationCodingScheme| | | 20000102030405.1234 | |
|updatedOriginatorAupdatedOriginatorLastName
AupdatedOriginatorFirstNameAupdatedOriginatorMiddleName
AupdatedOriginatorSuffixAupdatedOriginatorPrefixAAAAAAN
AupdatedFacilityTypeCodeId&facilityTypeCodeDisplayName
&updatedFacilityTypeCodeCodingSchemeMA|||1.2.3.4.5] ]|
|updatedGenericFilename. txt|updatedCompletionStatus
|updatedConfidentialityStatusId
AupdatedConfidentialityStatusDisplayName
AupdatedConfidentialityStatusCodingScheme| | | [updatedAuthenticator
AupdatedAuthenticatorLastNameAupdatedAuthenticatorFirstName
AupdatedAuthenticatorMiddleNameAupdatedAuthenticatorSuffix
AupdatedAuthenticatorPrefiXxAAAAAAANAAA| | genericContainerId
AupdatedGenericContainerDescriptionAgenericContainerCodingSystemId
|updatedGenericFileDescription

OBX|1|ED|genericFileIdAupdatedGenericFileDescription/AgenericFileSystemId
AgenericContainerIdAupdatedGenericContainerDescription
AgenericContainerCodingSystemId|1|AtextAplainfABase64
AVXBKYXR1ZCBFeGFtcGx1Cg==| | |lupdatedInterpretationCodeId
AupdatedInterpretationCodeDescription|||F|||20000102030405.1234

The information provided by the HL7 TXA segment depend on the method that has been used to archive
and update the generic file that should be routed. If it has been archived and updated via HL7 MDM

messages, like the ones of Example 16, 19, and 20, the information shown above are provided. If HL7

ORU messages similar to the ones of Examples 17, 21, and 22 have been used to archive and update

the generic file the HL7 TXA segment consists of the following information.

TXA|1] ||| |20000162030405.1234 ||| |[1.2.3.4.5]]]|
|updatedGenericFilename.txt|F| || ||| |genericContainerId

AupdatedGenericContainerDescription/AgenericContainerCodingSystemId
|updatedGenericFileDescription

Note that the HL7 MSH, HL7 PID, HL7 PV1, and HL7 ORC segments are identical to the ones defined in
Example

Example 24:
The following HL7 MDM T11 message deletes a generic file with generic file ID genericFileId and
application ID sendingApplication.

MSH|A~\&|sendingApplication|organizationalUnit |receivingApplication
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|receivingFacility|20000102030405.1234| |[MDMAT11AMDM_TO1|1|P|2.8.1|| |||
|UNICODE UTF-8

PID]|...

PV1]|...

OBR]. ..

TXA| ...

Note that the HL7 PID, HL7 PV1, HL7 OBR, and HL7 TXA segments are identical to the ones defined in
Example

Example 25:
The following HL7 ORU RO1 message deletes a generic file with generic file ID genericFileId and
application ID sendingApplication.

MSH] . ..

PID|...

PVL|...

OBR|1]|]]]]|20000102030405.1234||||D||]|]|]|]||updatedAccessionNumber| ||| |
|updatedDiagnosticServiceSectionId
AupdatedDiagnosticServiceSectionDisplayName
AupdatedDiagnosticServiceSectionDescritpion

OBX|1| |genericFileIdAupdatedGenericFileDescriptionAAgenericContainerId
AupdatedGenericContainerDescriptionAgenericContainerCodingSystemIdAAn
AupdatedGenericFilename.txt|1| || |updatedInterpretationCodeId
AupdatedInterpretationCodeDescription|||D|||20000102030405.1234

Note that the HL7 MSH, HL7 PID, and HL7 PV1 segments are identical to the ones defined in Example

A.3 Referencing of DICOM Studies and Generic Containers

Some of the mostly used methods to access, share, and delete DICOM Studies and generic containers
are based on reference pointers. To ensure that third-party systems can use these methods to meet
their requirements, reference pointers are automatically transmitted to third-party systems via HL7 ORU
messages. Since the operational reliability of reference pointers might be influenced if DICOM Studies
and generic containers are modified, syngo.share updates and deletes reference pointer automatically
by transmitting appropriate HL7 ORU messages. The functionalities based on reference pointers are illus-
trated in Figure
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Figure 3: Reference Pointer Workflow

HIS RIS

import generic container
insert reference pointer update generic container
update reference pointer delete generic container
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import DICOM Study
update DICOM Study
delete DICOM Study

In the following the HL7 ORU messages used by third-party systems to share and delete DICOM Studies
and generic containers as well as the HL7 ORU messages that are used by syngo.share to transmit and
synchronize reference pointers are illustrated with help of a typical patient encounter which reflects the
the creation and update of a DICOM Study and report as well as the sharing and deletion of the created
documents.

Assume that a patient has arrived at a healthcare facility, the personal data of the patient has been stored
and forwarded to syngo.share, and an order has been scheduled by the RIS and propagated to syngo.share
in order to be able to proceed with the medication of the arrived patient. At next the order is processed
by a modality which sends the created DICOM Images to syngo.share. As soon as all DICOM Images have
been archived, a reference pointer addressing the corresponding DICOM Study is sent to the dedicated
third-party systems, in this particular example the HIS and RIS, via HL7 ORU RO1 messages similar to the
one shown in Example 26. Afterwards the DICOM Study is analyzed by a radiologist. During the appraisal
the radiologist might recognize that some metadata of the created DICOM Study are incorrect. To correct
the spotted mistakes, the RIS updates the performed order and thus the corresponding DICOM Study
by sending an appropriate HL7 message (to ensure that syngo.share updates the order information of
the DICOM Study, the metadata update has to be activated). Once the update has been conducted, the
previously inserted reference pointer is updated via a HL7 ORU RO1 message like the one of Example 27.
At next the report created by the radiologist is archived by syngo.share. As before a reference pointer
addressing the stored document is sent to the HIS and RIS via a HL7 ORU RO1 message similar to the one
specified by Example 28. If the report is update, an additional HL7 ORU ROO1 as illustrated by Example 29
is sent to the HIS and RIS to update the inserted reference pointer. After that the HIS shares the DICOM
Study and report to inform the attending doctor about the availability of the two documents as well
as to ensure that the attending doctor can access the provided information. To this end the HIS sends
two HL7 ORU RO1 messages to syngo.share (see Examples 30 and 31). As soon as the medication of
the patient is finished, the HIS might revoke the created shares by sending HL7 ORU RO1 messages as
defined in Examples 32 and 33. Finally, to delete the DICOM Study and report after a certain amount of
time, the RIS sends specific HL7 ORU RO messages like the ones shown in Examples 34 and 35. Since the
two documents are not longer accessible, syngo.share instructs the HIS and RIS to delete the associated
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reference pointers by sending HL7 ORU messages similar to the ones illustrated by Examples 36 and

Example 26:

The following HL7 ORU RO1 message inserts a reference pointer pointing to a DICOM Study with Study
Instance UID1.2.3.4.5.6.7.8.9. The referenced DICOM Study belongs to the organizational unit
organizationalUnit and is associated with a visit with visit ID visitId of a patient with patient
ID patientId.

MSH|A~\&|EventServer |organizationalUnitAconfiguredSendingFacilityAL
|configuredReceivingApplication|configuredReceivingFacility
| 20000102030405.1234 | | ORUNOOLAORU_001|1|P|2.8.1|1| ||| |UNICODE UTF-8
PID|1| |patientIdAArassigningAuthorityAPI~patientSsnAMrassigningAuthority
ASS| | lastNameAfirstNameAmiddleNameAsuffixAprefixAAAA|
|20000102030405.1234 |M| |race~rraceDescription|patientStreetn

ApatientCity/ApatientStatenr1234ApatientCountry| || ||| |accountNumberAn
AassigningAuthority]| ||| ||| |Araustrian
Pvi|1|IAinpatient||[||||[[|]]]]]]]]|visitIdArrassigningAuthority|||||]]]]]

FITTEEELITTIEEL ] lalternatevisitIdAArassigningAuthority |V
ORC|OP|placerOrderNumber|fillerOrderNumber | |CM
O0BR|1|placerOrderNumber |fillerOrderNumber |universalServiceld
AuniversalServiceDescription| | [20000102030405.1234 || ||]|]]]]
|accessionNumber| || |20000102030405.1234| | |F
OBX|1|RP|1.2.3.4.5.6.7.8.97"dicomStudyDescriptionAAdicomStudyId|1
|RP:2: TENANT_NAME :DICOM_STUDY:1.2.3.4.5.6.7.8.9AAAA100| | |CT| | |F] |
|20000102030405.1234 |organizationalUnit/AorganizationalUnitDescription

Example 27:

The following HL7 ORU RO1 message updates a reference pointer pointing to a DICOM Study with Study
InstanceUID1.2.3.4.5.6.7.8.9. The referenced DICOM Study belongs to the organizational unit
organizationalUnit and is associated with a visit with visit ID visitId of a patient with patient
ID patientId.

MSH| . ..

PID|...

PVL]|...

ORC]| ...

OBR|1|placerOrderNumber |fillerOrderNumber |universalServiceld
AuniversalServiceDescription| | [20000102030405.1234||||]]]]]
|updatedAccessionNumber| || |20000102030405.1234| | |F

OBX|1|RP|1.2.3.4.5.6.7.8.97MupdatedDicomStudyDescriptionArdicomStudyId|1
|RP:2: TENANT_NAME :DICOM_STUDY:1.2.3.4.5.6.7.8.9AAAA100| | [MR] | |F] |
|20000102030405.1234 |organizationalUnit/AorganizationalUnitDescription

Note that the HL7 MSH, HL7 PID, HL7 PV1 and HL7 ORC segments are identical to the ones defined in
Example

Example 28:

The following HL7 ORU RO1 message inserts a reference pointer pointing to a generic container with
generic container UID 1.2.3.4.5. The referenced generic container belongs to the organizational
unit organizationalUnit and is associated with a visit with visit ID visitId of a patient with
patient ID patientId.

MSH| ...

PID|...

PV1|...

ORC]| ...

OBR] ...

OBX|1|RP|1.2.3.4.57AgenericContainerDescriptionAAgenericContainerId|1
|RP:2: TENANT_NAME : GENERIC_CONTAINER:1.2.3.4.5AgenericFileIdAAl] || .pdf
|| |F|||20000102030405.1234|organizationaluUnit
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AorganizationalUnitDescription

Note that the HL7 MSH, HL7 PID, HL7 PV1, HL7 ORC, and HL7 OBR segments are identical to the ones
defined in Example

Example 29:

The following HL7 ORU RO1 message updates a reference pointer pointing to a generic container with
generic container UID 1.2.3.4.5. The referenced generic container belongs to the organizational
unit organizationalUnit and is associated with a visit with visit ID visitId of a patient with
patient ID patientId.

MSH] ...
PID]|...
PV1|...
ORC]| ...

OBR| ...
OBX|1|RP|1.2.3.4.5AupdatedGenericContainerDescription/AAgenericContainerId
|1|RP:2:TENANT_NAME:GENERIC_CONTAINER:1.2.3.4.5ANgenericFileIdAAl]| |
| .pdf|||F|||20000102030405.1234|organizationalunit

AorganizationalUnitDescription

Note that the HL7 MSH, HL7 PID, HL7 PV1, HL7 ORC, and HL7 OBR segments are identical to the ones
defined in Example

Example 30:
The following HL7 ORU RO1 message creates a share for a DICOM Study with Study Instance UID 1.2
.3.4.5.6.7.8.9 5o that it can be accessed by a user with login name user.

MSH|A~\&|sendingApplication|organizationalUnit|receivingApplication
| receivingFacility|20000102030405.1234| | ORUAOGLIAORU_001|1|P|2.8.1||]]|
| UNICODE UTF-8
OBX|1|RP||1|RP:2:TENANT_NAME:DICOM_STUDY:1.2.3.4.5.6.7.8.9||||||F]|
| 20000102030405.1234
PRT|user |LI||PI|userAuserLastNameAuserFirstNameAuserMiddleNameAruserSuffix
AUSerPrefixAAAAAAAAAA| | |userDomain|A
roomAAfacility|devicelId

Example 31:

The following HL7 ORU RO1 message creates a share for a generic container with generic container
UID1.2.3.4.5 so that it can be accessed by a user with login name user.

MSH| ...

OBX|1|RP||1|RP:2: TENANT_NAME : GENERIC_CONTAINER:1.2.3.4.5| ||| |F]||

| 20000102030405.1234
PRT]|...

Note that the HL7 MSH and HL7 PRT segments are identical to the ones defined in Example

Example 32:
The following HL7 ORU RO1 message deletes a share for a DICOM Study with Study Instance UID 1.2
.3.4.5.6.7.8.9so0 that it can not longer be accessed by a user with login name user.

MSH| . ..

0BX]| ...

PRT|user |UN| |PI|userAuserLastNameAuserFirstNameAuserMiddleNameAruserSuffix
AuserPrefixAAAAAAANNAAL | JuserDomain |
AroomAAfacility|devicelId

71



Note that the HL7 MSH and HL7 OBX segments are identical to the ones defined in Example

Example 33:

The following HL7 ORU RO1 message deletes a share for a generic container with generic container
UID 1.2.3.4.5 so that it can not longer be accessed by a user with login name user.

MSH| . ..

OBX|1|RP||1|RP:2:TENANT_NAME: GENERIC_CONTAINER:1.2.3.4.5||||||F[]|

| 20000102030405.1234
PRT]|...

Note that the HL7 MSH and HL7 PRT segments are identical to the ones defined in Example

Example 34:

The following HL7 ORU RO1 message deletes a DICOM Study with Study Instance UID1.2.3.4.5.6
.7.8.9.

MSH]| ...

OBX|1|RP||1|RP:2:TENANT_NAME:DICOM_STUDY:1.2.3.4.5.6.7.8.9||||||D]|]|
| 20000102030405 . 1234

Note that the HL7 MSH segment is identical to the one defined in Example

Example 35:

The following HL7 ORU RO1 message deletes a generic container with generic container UID 1.2. 3.
4.5.

MSH| . ..

OBX|1|RP||1|RP:2:TENANT_NAME:GENERIC_CONTAINER:1.2.3.4.5||||||D]||
| 20000102030405.1234

Note that the HL7 MSH segment is identical to the one defined in Example

Example 36:

The following HL7 ORU RO1 message deletes a reference pointer pointing to a DICOM Study with Study

Instance UID1.2.3.4.5.6.7.8.9. The referenced DICOM Study belongs to the organizational unit

organizationalUnit and is associated with a visit with visit ID visitId of a patient with patient

ID patientId.

MSH| . ..

PID|...

PV1]...

ORC| ...

OBR|1|placerOrderNumber|fillerOrderNumber |universalServiceld
AuniversalServiceDescription| | |20000102030405.1234 || ||]]]]]|
|updatedAccessionNumber ||| |20000102030405.1234| | |D

OBX|1|RP|1.2.3.4.5.6.7.8.9"updatedDicomStudyDescriptionAAdicomStudyId|1
|RP:2: TENANT_NAME:DICOM_STUDY:1.2.3.4.5.6.7.8.9A\AA100| | |[MR] | |D] |
|20000102030405.1234 |organizationalUnit/AorganizationalUnitDescription

Note that the HL7 MSH, HL7 PID, HL7 PV1 and HL7 ORC segments are identical to the ones defined in
Example

Example 37:

The following HL7 ORU RO1 message deletes a reference pointer pointing to a generic container with
generic container UID 1.2.3.4.5. The referenced generic container belongs to the organizational
unit organizationalUnit and is associated with a visit with visit ID visitId of a patient with
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patient ID patientId.

MSH| . ..
PID|...
PVL]|...
ORC| ...

OBR] ...
OBX|1|RP|1.2.3.4.5NupdatedGenericContainerDescriptionAAgenericContainerId
|1|RP:2:TENANT_NAME: GENERIC_CONTAINER:1.2.3.4.5AgenericFileIdAAl] |
| .pdf|||D]]|20000102030405.1234|organizationalunit

AorganizationalUnitDescription

Note that the HL7 MSH, HL7 PID, HL7 PV1, HL7 ORC, and HL7 OBR segments are identical to the ones
defined in Example
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